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How to secure my private Network:

This short guide will let us configure a netwontefivall for our network in less than one hour. Zaedswill secure our
private network from external attacks. Our priviagdwork is connected to internet through a xDSlteou
Here the steps to follow :

First start and login

Preparing a partition disk where to store our configurations
Storing our configuration
Network adapters configuration
Internet surfing

Captive Portal activation

DNS Service

DHCP Service

Static routes to remote networks
Virtual Servers

Security: check default policies

In Zeroshell we can find many other important feasufor more complex networks; this is a greatataal solution for
our network.



First start and login:

After booting from CD, the system is reachable vaitbrowser at the http secure:

https://192.168.0.75

Accepting the secure connection we are asked nsepassword to login:

gzeruﬁhell - Microsoft Internet Explorer ]
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= Net Services

¥.509 certificates
A lsers Hosts CEL

Ilsername |
Fassward |
Login Password
|g_ Cperazione completata I_I_ Eﬂj Internet o
Use these:
User: admin
Password: zeroshell

Now we can use web interface to setup our firewall.



Preparing a

partition disk where to store our configurations:

It's so important to save our changes that Zerd#isl us save them in a configuration file. It d@nstored in a

partition on a

hard disk. It's not necessary torfatr any existing partitions, we can save our camégon files in

existing partition such as: ext3, reiserfs, extat82. For my own preference | prefer to createw partition ext3. So |
choose to delete any existing partition on my diak data on this disk will be lost).

UsingSETUP

21 25:192.168.0.75 - Microsoft Internet Explorer e P ] [
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ZEROSHELL

SYSTEM

® Utilities

® Usars

® Groups

® LDAP [ NIS

® RADIUS

® Captive Portal
NETWORK

® Hosts

® Router

® DMNS

® DHCP

& /Ph

® Kerberos 5

® Firgwall

QoS
® IMAP Server
® SMTR Server

= Net Services

Release 1.0 beta2
ashout

Refresh

CPU ( 1) Pentium 111 (Coppermine) 996MHz
Uptime ~ 0 days, 0:35

Load Avgl.27 0,13 0.08

Kemel  2.6.16.21

ﬂ
=

Logout Reboot Shutdown

SETUP Storage Time https

| Select the disk, partition or database on which you have to operate,

‘ RESCAN |

[

Warning:
This software is NOT guaranteed to be bug free, It is yaur respansibility to properly test it on scratch disks before to use it an production devices with important data.
In any case, the author is not responsible for any data loss or damage caused by this software,

® Model: Maxtor 31024H1 (hda)

Capacity: 9490 MB

Capacity: 9641 MB

Type: ext3 Used: 33 MB 1%

© hdal
Last Activation

Active

Database
¢ _DB.OO1

Description
configurazione home

Oct 18 22:48,31 SUCCESS: Captive Partal: Authentication Server raconfigured.
Oct 18 22:49,09 SUCCESS: Captive Portal: Authenticstion Server reconfigured.

] S

B

|& Operazione complekata
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We are shown existing disks. We select existingitiars andDELETE them:

£)25:192.168.0.75 - Microsoft Internet Explorer N
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ZEROSHELL

* Setup
® logs
® Ltilitiss

Users

Groups

LDAR / NIS
RADIUS
Captive Portal

® Hosts

® Router

® ONS

® DHCP

® Ph

® Kerberos 5
® Firewall

® X500 CA

® oS
® IMAP Server
® SMTP Server

= Net Services

Release 1.0.beta2
asbout

CPU [ 1) Pentium 111 (Coppermine) 996MHz Fefresh
Uptime 0 days, 0:35

Load Aug.27 0,13 0.08

2.6.16.21

3
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Logout Reboot Shutdown
https

SETUP

‘ Create DB | Restare DB | ViewFSI Deletel Formall

Storage Time

‘ RESCAN |
=

| Partition: hdal

Warning:
This software is NOT guaranteed to be bug free, It is your responsibility to properly test it on scratch disks before to use it on production devices with important data,
In any case, the author is not responsible for any data loss or damage caused by this software,

® Model: Maxtor 31024H1 (hda)

Capacity: 9490 MB

Capacity: 9641 MB

Type: ext3 Used: 33 MB 1%

& hda1 .
Last activation

Active

Database
" _De.O01

Description
configurazione home

Ot 19 22:48,31 SUCCESS: Captive Portal: Authenticstion Servar raconfigured.
Oct 18 22:49,09 SUCCESS: Captive Partal: Authenticstion Server recanfigured.

I

|8 Operazione completats
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We are asked confirmation for deletion. YES

Now we have

a blank disk without partitions. | agady to create just one partition.



Storing our configuration:

Once the disk is ready to be used, we can creatfirstuconfiguration file. Chosing the right paidin click on
CREATE DB:

Bhl:l:ps:,.-",.-"l"_:lz.IEB.D.TS - Create DB - Microsoft Internet Explorer - | I:Ilﬂ

Maxtor 31024H1 {(hda) Create | Close |
Mew Database on partition hdal

Description Icunfiguraziune horne

Hostname (FQDM) Izeruahell.lurdch.lan

Kerberos S Realm [LORDCH.LAN

LDAP Base |d|:=||:|rdn::h,dn::=lan

Admin password I"""‘

Confirm password |"""

NETWORK COMNFIG

Ethernet Interface IETHEIEI - 3Caom Corporation 3c305C-THTx-M [Tornado] (rew 78) j
IP address / Netmask [192.168.0.75 / |255.255.255.0

Default Gateway |

| & Operazione completata I_ I_ I_ I_ E |{j Inkternet o

Insert a short description for the configuratide;ffully qualified name of our system; KerberosakRe and LDAP;
choose a new password for user “admin”; Ip addi@sthe interface used to configure the systemadkegateway to
access external networks ( to access internet).

This configuration will be used everytime the systwill start. We can choose to create several diffeconfiguration
files to be activatedCTIVATE) for default startup of the system. UsBCKUP button we can create a copy of
the selected configuration file on the pc we atiegit browse Zeroshell administrative homepage .



21 25:192.168.0.75 - Microsoft Internet Explorer i =10 5{
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Release 1.0.betaz CPU [ 1) Pentium III (Coppermine) 996hHz Refre=h
ZEROSHELL shout e

Load Avgd.27 0,13 0,03

il

® Firewall

® X509 C8

® Qos || Ot 18 22:49,0% SUCCESS: Captive Portali Authentication Server reconfigured,

® [MAP Server Ot 18 23:27,00 SUCCESS: top port forwarding 21 -> 192,168,0,1:21 on ETHOL successfully ackivated

® SMTP Server

— i Kernel  2.6.16.21
= Net Services Logout Reboot Shutdown T Shdnn =
SETUP AutoUpdate Storage Time https
® Sctup
® Logs - — - - ——
® Utilities | Database: _DB.001 (hdal) | Activate | Deactvata | Infol Delete | Backup | Co_py-| | RESCAN |
® Users |
® Groups Wwarning:
® [ DAP S MIS This software is MOT guaranteed to be bug free. It is your responsibility to properly test it on scratch disks before to use it on production
*® RADIUS devices with important data, In any case, the authar is not responsible for any data loss or damage caused by this software,
d CaEtive Portal
® Hosts # Model: Maxtor 31024H1 (hda) Capacity: 9641 MB
¢ Lo Type: ext3 Capacity; 9490 MB Used: 33 M8 1%
® [OHCP " hdal
® P Database Description Last Activation
& S :
® Ferberos 5 _De.001 configurazione home Active

| & Operazione completata ,7 ’7 ,7 ,7 ,5 |t’ {eElGEG
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Network adapters configuration:

Once prepared disk and created the first configamdile we can configure the ip address of thevoek adapters, by
clicking SETUP nadNETWORK tag:

£) 25:192.168.0.75 - Microsoft Internet Explorer i P s ]
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Release 1.0.beta2

ZEROSHELL about

= Net Services

Uptime 0 days, 1:38
Load AvgD.00 0,00 0,00
Kemel 2.6.16.21 =

CPU [ 1) Pentium 111 (Coppermine) 996MHz Refresh ﬂ

Logout Reboot Shutdown

SETUP Autolpdate Storage Time https

[ SYSTEM (IR e o] GatEway | MakewPN |  MakeBRIDGE | | MakeBOND | Make PPPoE | Fiafresh
® Setup
® |ogs
® Litjlities
0  ETHOO  100Mb/s Full Duplex uP) e \r .
% G?DBLZISJS 3Com Corporation 3c005C-Tx,/TX-M [Tornado] (rev 78) ~ b
® 0P/ NIS € 192.168.0.75 255.255.255.0 17 Create VAN | EdivIAN | Fem VAN
® RADIUS addIP [ EdtIP | RemovelP
® Cantive Portal
NETWORK
® Hosts
® Router
® DNS
® DHCP
® P
Eﬂﬂ?s_ © ETHD1  100Mbjs Full Duplex |Lf SR
eroeros 7 [V aw [nta
Accton Technology Corporation SMC2-12117% (rey 10)
® Firewall B ¥
. el £ 10016814 P P Create VAN | Ediviabl [ Rem viaN
| ToDoList | Add IP | Edit IP | Femove IP-
® QoS

® 1MAP Server
® SMTP Server

Cct 18 23:51,19 SUCCESS: top port forwarding 21 -+ 192,168.0,1:21 on ETHOL successfully removed
Cet 18 23:51,33 SUCCESS: top port forwarding 15000 -= 192,1658,0,1:15000 on ETHOL successfully activated

||g_ Operazions completata ’7 ’7 ’7 ’7 E |G'Internét
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Usually ETHOO is the internal network adapter (sednterface of the firewall) and ETHO1 is the ertd that
communicate with xDSL router.Usirgdd IP buttons we can set static ip addresses for thésdanes.

| have choosen 192.168.0.75 for internal interf&EHOO)and 192.168.1.1 for the external one (ETHA&v | set
default gatewayusing buttddEFAULT GW. My gateway is 192.168.1.254; | can now verify ttaiss routes in
ROUTER menu:

£} 25:192.168.0.75 - Microsoft Internet Explorer . o) x|
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Release 1.0.beta2 CPLU [ 1) Pentium ITI (Coppermine) 996MHz Rafrash &
zsaum Sbout Uptime 0 days, 1138
= NetS 5 Load Avg0,00 0,00 0,00
— Kernel  2.6.16.21
= El JBrvices Logout Reboot Shutdown el e T =
SYSTEM ROUTER RIPY2 wirtual Server
® Setup
o Litiities ‘ Forsarding: ACTIVE | B Enablad DEFAULTGW |  ROUTINGTABLE | CHECKIP ”
® Users
® Groups STATIC ROUTES 4dd| Change | Daiete |
® LDAP / MIS — .
® RADIUS Destination MNetmask Type Metric Gateway Interface State
® Captive Portal (o DEFALILT GATEWAY 0.0.0.0 Net g 192 168.1.254 Up
® Hosts
* Router -
® OMS
® DHCP Oct 18 23:51,33 SUCCESS: tep port forwarding 15000 - 192.168.0,1:15000 on ETHOL successfully activated
® PN Oct 19 00:13,23 SUCCESS: 4ep port forwarding 15000 - 192,168,1,254115000 on ETHOOD successfully activated
SECURITY LI
| Operazione completata i




So this is my network:

Internet

=
=

Router ADSL
ip: 192.168.1.254/24

Firewall:

ip ETHO1: 192.168.1.1/24

o
ZEROSHELL

ip ETHOO: 102.168.0.75/24 = |\& JEMVICES

332ReRaRRReRaen B8 Aase
o SREBBRGRRARERCY 0B 25

It's is to understand that this network thopologyery scalable by Zeroshell; we can now beginéate policies for
our internal network ( 192.168.0.0/24); or we caaruCaptive Portal to create user and passworidtinnal users that
want to use internet browser; we can create vidaater to share our services with external netsjcetc.



Internet surfing:
To let internal clients use internet connection,nuest activate Network Address Translation ( NAG ptotect them.

UsingROUTER menu, click orNAT tag and set that ETHOO is translated by ETHO1:

Zhhttps://192.168.0.75 - Network Address Translation - Microsoft Internet =01 x|
Metwork Address Translation Save | ‘v’iewl Close |
Available Interfaces MAT Enabled Interfaces

ETHOO ETHMN
*ak
L4
MNobe:
the zource IP of cutgoing packets frormm the enabled MNAT interfaces will be autormatic tranzlated
uzing routing table (MASQUERADE]

| & Operazione completata I_ I_ I_ I_ E |t'l' Internet o

Now we can use internet connection on our clients.




Captive Portal activation:

Thi useful features let us set internet users asdyord to filter connection to external (internit)this way a user on
internal network must authenticate against Zero&legbre opening connections to internet ( for wetwsing, mail
dowload, etc...)

Before activating Captive Portal we must createsiseUSERS, ADD tag; fill the fields as below:

£} 25:192.168.0.75 - Microsoft Internet Explarer ol =10l
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Release 1.0.betaz CPU [ 1) Pentium m (Coppermine) 906MHz Refresh |
ZEROSHELL Soout Uptims 0 days. 0
= NetS & Load Avql. 12009005
— Kemel 26,1621
= Bl ABIVIEES Logout Reboot Shutdown s.omann il =

-
® Setup cristian colombini (cristian) Resst

® logs

® Ltilities TS
USERS Account

® Users | et I | ; nobody ¥ 5534

® Groups Usernare | vee | Primary Group | vl s |

® |DAP [ NIS T .

® RADIUS |HDme Directory I/thBFCVIS“ﬁn ‘Default Shell € bash & sh © tesh € other |fb|nf’5h

d CaEtwe Portal
User Information

* Hosts
* Router |Firstname |cristian |Lastname | ‘ Organization |7
* DNS
: \DISNCP |Descripti0n |Cﬂ51lﬁﬂ |E-Mai| |? | Phone |7
* kerberos 5
® Firewall =
& X509 CA =

Password | Kerberos 5 suthentication
® QoS
*® IMAR Server Confirm
® SMTP Server

| Host-to-Lan WP {L2TR/IPsec)

EIEIE]

| 802.1% Accass (VLANI )

&
Dct 20 10:12,04 ERROR: Private key and ¥,509 certificate not generated for cristian [user]):
Dt 20 10:12,04 SUCCESS: adding new entry "uid=cristian,ou=FPeople,de=lordch,de=lan"

=l

|B, Operazione completata ’_ ’_ l_ l_ E 4 Inkernet A

USERNAME contains the name of the user for authentication.

Once created our users, cliCiAPTIVE PORTAL menu; set a flag o8W , chooseROUTED MODE and internal
ethernet adapter on wich authentication procedsheyipen ( in our client the ETHOO'’s ip is the ddfaateway).



£)25:192.168.0.75 - Microsoft Internet Explarer o
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*® Setup

® Logs

® Ltilities

LISERS

® lsers

® Groups

® | DAP [ MNIS
* RADIUS

o CaEtwe Portal

® Hosts

* Router

® DNS

® DHCP

® /PR

® kerberos 9
® Firewall

® X509 Ca

* QoS
® IMAR Server
® SMTP Server
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Release 1.0.beta2 CPU ( 1) Pentium III (Coppermine) 996MHz Refresh  w|
zeaom ASbout Uptims 0 days, 0:3
= NetS 5 Load Avg0.12 0,02 0,05
— Kernel 2.6.16.21
= E EIVIEES Logout Reboot Shutdown EELEARE =
CAPTIVE PORTAL Authentication Language Accounting _—

| GW ¥ active on: ETHOO Mode |Routed =l Interface IETHDD j| Save | Showlog ”

Dissannect I Rafiesh
MAC Addrass ]
00:26:54,0B:31:CA

Local =

Remote IP / Port | lrenso

——

\Wweb Login

1P Address
192.168.0.1

Username
cristian@LORDCH, LAN

Shared Secret

IP and MAC address *
b ~l minutes

Client [dentity

Authenticator validity

Services 1

ﬂ_.'

Description: 1P Address port ]
" Domain Name Systemn Any s3/udp
" DHCP and bootp Any &7/udp =

Ed

Ir [«

©ct 20 10:12,04 ERROR: Private key and ¥.509 certificate not generated for cristian (user):
©ct 20 10:12,04 SUCCESS: adding new entry "uid=cristian,ou=People,de=lordch,de=lan"

=

|§_ Operazione completata
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Activate AUTHENTICATION :

£325:192.168. rosoft Internct Explorer .
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Release 1.0.betaz

£PU [ 1) Pentium III (Coppermine) 996MHz Eefresh

® Setup
® | ogs
LUtilities

*® Groups
® LDAP [ MNIS
® RADIUS

d CaEtwe Portal

* Hosts
* Router
* DNS
® DHCP
* PN
* kerberos 5
® Firewall
& X509 CA
ist
® CoS
* IMAR Server
® SMTP Server

T

Net Services

Lbout Uptime 0 days, i3
Load Avg0.12 0.05 0.05
Kernel 26,1621 =
Logout Reboot Shutdown Bl AR AR LA

Sawe | Show Log ”
+|-[o]

| web Login Authentication Server ‘ ¥ Status: ACTIVE

Preview

K5 Cross:Fealm

=]

Metwork Title  (htrnl tags are allowed)

Type
|<fum color=#0000D0><h1>Accesso ad intemet <fhl > ¢font><h?>Ric

Local

Domain Mame
" LORDCH.L&MN

Powered by

Image \n_ful

Shared Secret

12080 | /[12081 | (httnshttns)

View

Listen to Requests on ports

[Eenoe]

%.508 Host Certficate
|LDcaI CAj |OU=hDsts, CN=zerDsheH.IDrdch.Ianj

Impoted | Tiusted CAs

| Status: QK

[T Automaticaily authorize any trusted Kerberos £ Realms

I |4

Qct 20 10:12,04 ERROR: Private key and X.509 certificate not generated for cristian (user):
Qct 20 10:12,04 SUCCESS: adding new entry "uid=cristian,ou=People,de=lordch,de=lan"

|

|§7 Operazione completata
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Now we can close our web browser and reopenwtillitask us to authenticate. Here below | have @udzed my

authentication

page:




--gWeh Login - Microsoft Internet Explorer

=10l x|
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Accesso ad internet:

Richiesta di autenticazione

Mome Litente |

Passwaord |

Diorminio ILORDCH.U—\N *"|

Accesso alla Rete |

._.
=
[m]

=

|i Operazione completata l_ l_ ’_ l_ lg ¢4 Interriet

N E

Using correst user and password:

Zhhttp://192.168.0.75:12082 - Accesso alla Rete - Microsoft =01 x|

Accesso alla Rete http:/f192.168.0,75: 1208

cristian@LORDCH.LAMN connesso - IP:192.168.0.1

Durata (hh:mm) : oo0:00 Refrazh
Traffico (MB) : 0.00
Costo (== -

e mon chiudere questa finestra per rimanere connesso.

| & Operazione completata I_ I_ I_ I_ I_ |ﬁ' Inkernet =

we can see this popup: we can use internet resourt# this page is open.

You can customize this page uslgTHENTICATION tagwith an HTML script:
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Release 1.0.beta2
Sbout

ZEROSHELL

= Net Services

Logout Reboot Shutdown

CRU [ 1] 1II (Copp
Uptime 0 days, 0122
Load Avg0.19 0,06 0,01
Kernel 261621

) 996MHz Refrech ﬂ

=

CAPTIVE PORTAL Gateway Authentication

Language

Accounting

|»

SYSTEM

* Sotup ‘ Web Login Authentication Server

¥ status: ACTIVE

Sa\.fel Show Log ”

® |ogs

® Utilities

Preview

LISERS

tomization

\Weh Login Page C

k.5 Cross-Realm

Authorized Domains

J]o]

Users
Groups
LOAP [/ MIS
RADIVS
Captive Portal
NETWORK

® Hosts

® Router

* DNS

* DHCP

* PN
SECURITY

Metwork Title  (html tags are allowed)
|<f0nt color=#000000><h1*Accesso ad internet</h1></font><h2>Ric

Powered by

e | i

Authentication Parameters

Shared Secret |

® Kerberos S Listen to Requests on ports |1 2080 ;|1ZDB1 (Http/https)
* Firewall
® K509 CA

Yiew | Cancel

nfiguration

® QoS —
- | ||%.509 Host Certificate
® IMAP Server
TP Sorve | ||_DCEl| CAj IOU=hDstS, CN=zerosheII.I0rdch.Ianj

Status: QK Impmtedl Trusted Chs |

Domain Mame
 LORDCH.LAN

=

Type:
Local

id

oy

T aut Hically any trusted Kerberos § Realms

Qck 20 10:12,04 SUCCESS:

[» [«

adding new entry "uid=cristian,ou=People,dc=lordch,de=lan”

Dok 20 10:24,07 SUCCESS

t Session opened from host 192,168,0,1 {Admin)

[& Operazione completata

|

[ [ [ [2[9mkms

In GATEWAY tag you can see connected users and you cantanopif necessary usinglSCONNECT button:
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= Net Services

SYSTEM

Release 1.0.betaz
About

CAPTIVE PORTAL

Logout Reboot Shutdown

CPU (1) Pentium III (Coppermine) 996MHz Refreh
Uptime 0 days, 0:22

Load Avg0.19 0,06 0,01

Kernel  2.6.16,21

1AEAnALn

Authentication

Language

Accounting

il

=
—

| GW [ Active on: ETHODO |

Maode |R0uted j

Interface |ETHOO

=
j| S’av‘el ShowLog ”

® Setup

® | ogs
* LUtlities

Users

Groups

LDAP f MIS
RADIUS
Captive Portal

* Hosts

® Fouter

® DNS

® DHCP

® PN

* Kerberos 5
® Firewall

® X509 CA

® Qo3
® [MAP Server
® SMTF Server

Disconnest | Refiesh

1P Address
192,168.0.1

Username
O cristian@LORD CH, LAN

MAC Address =
00:26:534:0B:31: CA

|L0cal .‘[

Remote 1P/ Port |

Wb Login

s[12080

Shared Secret |

IF and MAC address -.l
b "'l minutes

Services =

Client Identity

Authenticator Validity

ﬂ_.l

Description 1P Address  Port =]
 Domain Name Systerm Any S3fudp
" DHCP and baotp Any 67 fudp

2|

Oct 20 10:12,04 SUCCESS: adding new sntry "uid=cristian,ou=People,dc=lordch,de=lan"

Dot 20 10:24,07 SUCCESS: Session opened from haost 192.168.0.1 (Admin)

| Operazione completata

,7 ’7 ,7 ,7 ,§ |H Inkernet




DNS Service:

Home xDSL lines use external DNS servers to resofeEnet names. Sometimes these external DNSrseave down
or not working for any reasons; Zeroshell can Ise al DNS server! It's very easy to be used: clichkedt DNS
voice..and flacACTIVATE :

£)25:192.168.0.75 - Microsoft Internet Explorer ] [m] 5
File  Modifica  Misualizza  Preferiti  Strumenti 7 | e
@Iﬁdietr'q_' ried T 8 u ﬁ:| }’:) Cerca’ 7:L Preferiti 5 | A< “m =i j | ML | E E ":‘j

Inditizzo |ﬂ hktps:ff192, 168.0.75] j @ Wai |Colleg_amentl 2%

Release 1.0.betaz

CPU [ 1) Pentium III (Coppermine) 996MHz Refresh &
ZEROSHELL ahout Uptime 0 days, 0122

= 5 Load Avg0.19 0,06 0,01
= Net Services

Kernal 26,1621 LI
Logout Reboot Shutdown R L LT

SYSTEM poMaIn NaME SYSTEM NG DNS Lookup | DynamicDNS | |
® Setup
® |ogs =
® Ltilities ‘Entrigg found: O ‘ Status: ACTIVE M ‘Dumain | vI SOAl Createl Remowve || Show Log |

USERS
® lsers : - -

Groups ‘ Entry Mame |@ TFLI ‘ Entry commands NEWl Copy | Delete | Save
LOAR [ MIS

RADIJS
Captive portal 1/0|| Resources
M

Co ands
_NORK I fie |
ﬂ—l

Hosts > | _Mew
Router | Delete:
CME -
OHCP
W
H

® [erberos S

® Firgwall

® K500 CA

sesoolilonss

® Oos
® [MAP Server
® SMTP Server

Oct 20 10:12,04 SUCCESS: adding new entry "uid=cristian,ou=People.dc=lardch,dc=lan"
Dot 20 10:24,07 SUCCESS: Session opened from host 192,1658,0,1 (Admin)

| Operazione completata [ [ [ [ [= ¥ kermet

| K ] A

Donel...Now you can set your client in this way (1198.0.75 is Zeroshell..):

Proprieta - Protocollo Internet (TCPIP} 2] x|

Generale |

E possibile ottenere I'assegnazione automatica delle impostazioni [P 5= la
rete supporta tale caratteristica. In cazo contrario, sard necessano
richiedere all' amministratore di rete e impostazioni [P comette.

" Ottieni automaticamente un indinizzo |P

— Ltilizza il sequente indinzzo [P

Indinizzo IF: 192 1623, 0 . 1
Subnet maszk: I 2RR O 2BR O ZRR 0
Gateway predefinito: 192 168 . 0 . 75

| [ittieniindinzzo server DS automaticamente
—{% Utilizza | seguenti indirizzi server DNS:

Server DMS preferito:; 192 162 . 0 . 75

Server DMS alternativa: I . . .

Awanzate... |
ok | Anula |




DHCP Service:

Zeroshell can be also a DHCP server; in this wayctients of our internal network don't need stgtiaddressing.
ChooseDHCP:

£)25:192.168.0.75 - Microsoft Internet Explorer = | Dlﬁl
File  Modifica  Misualizza  Preferiti Strumenti 2 | o5
Indistra ~ = % LD AN Do b prerarii | e ) e [+ 3
ndistro = -!E;u - u L f_) erca oy Preferiti s, = P I ’
Indirizzo | https:f/192.168.0.75/ | () vai |Collegamenm 2
Release 1.0.betaz CPU (1) jum III (Coppermine) 996MHz REefresh  a
zsaa‘m About Uptime 0O days, 0:22
= NetS = Load Avg0.19 0,06 0,01
E—3 Kernel 2.6.16.21
= BT JErvICES Logout Reboot Shutdown Bl iio A DIEROG LD, =

|nc.tive on: | Subnet I,.".v” Newl Rermove || Show Log ”
SSE' WARMIMG: DHCP Server is not started because there is not a subnet configured.
2tup &
® [ogs Savel Enabled ™
® |tilities . ; 3
USERS Dynamic IP Configuration Subnet Options
® lsers . .
Default Lease Time Max Lease Time I—
: EE)DA%D,I{SNIS Cravs  Hours Minutes Diays Hours Minutes Default Gateway
& RADILS Joo ={jo0 =lfo0 -] jo0 =00 =]jo0 =} s l—
® Captive Portal

DMS 2 I
® Hosts REnge 1| - |
® Router DS 3 I
® ONS Range 2| s |

& DHER Range 3| z | Domain Mame I

& PN

SECURITY NIS Domain I

® Kerberos 5 ] ] =
® Firewall Static IF Entries Add | Edit] Delete NTP Server 1 I
® X509 CA -
ToDo List MNTP Server 2 I
[ ® cos 1
® IM&P Server bt
® SMTP Server WINS 2 l—

Oct 20 10:12,04 SUCCESS: adding riew entry "Uid=cristian,ou=People,dc=lordch,dc=lan"
Ok 20 10:24,07 SUCCESS: Session openad from host 192.168.0.1 (Admin]

|9 l_l_l_l_’glﬂl'nternet

] 1

createNEW and choose the network interface where Zerosh#lbigtribute ip addresses:

=101

Avyailable 25
Metwork [192.168.0.0
Metmask [255.255.255.0

0] 4 | Cancel |

| & Operazione completata I_ I_ I_ I_ Ig |ﬂ Inkernet 5

and so:




£)25:192.168.0.75 - Microsoft Internet Explorer =] Dlﬁl

File  Modifica  wisualizza  Preferiti  Strumenti 2 | o

@iﬁdiefr'q' v W;:J‘ T a U /_:i‘| p Cerca '71'\ Preferiti = e ‘.m = |j { XML | !E| - "5

Inirizzblﬂ https:/f192.168.0.75] ;I ® Vai |Collegamenm 2
Release 1.0.betaz CRU[ 1) jum III (Coppermine) 996MHz Refresh  a
zeanm sbout Uptime 0 days, 0:22
= NetS = Load Avg0.19 0,06 0,01
— Kernel 2.6.16.21 =
= El JBrVICES Logout Reboot Shutdown M ShEeah =
| active on: ETHOD | Subnet [192.168.00/255 2552550 7] | New| Remove || Showloy | ‘
5YSTEM :
® Sctup Sa\-.*el Enabled
® | ogs
® Ltjlities
LISERS ; ;
Default Lease Time Max Lease Time I—
o Lsers Days Hours Minutes Days Hours Minutes Default Gateway |192.168.0.75

® Groups = - -
® LDAP / NIS (00 =] oe =l]o0 =] foo=llvz =1foo =] DS 1 [is2 168075
® RADIUS

| DS 2 |

® Captive Portal
NETWORK Range |

® Hosts DS 3 I

*® Router Range 2| - I

® DS Domain Mame I

® DHCP Range 3| - I

e PR MNIS Domain I
SECURITY

® Kerberos 5 ic Add | Edit| Delete NTP Server1 |

® Firewall - Ii

® 500 Ch MNTP Server 2

® QoS WINS 1 [

e [MAP Server l—
® SMTP Server WINS 2

Ok 20 10:24,07 SUCCESS: Session opened frorm host 192,168.0.1 {(Admin]
Ok 20 10:37,26 SUCCESS: DHCP subnet 192,168.0,0/255.255.255.0 successfully created,

|ﬂ; l_l_l_l_’glﬂmtemet

K

Now we choose the range of ip addresses availatide tistributed:



£)25:192.168.0.75 - Microsoft Internet Explorer

File  Modifica  wisualizza  Preferiti  Strumenti 2
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Inditizzo |E https:/f192.1658.0.75]

ﬂ ® Vai |Collegamenm A

Release 1.0,beta2
About

ZEROSHELL

= Net Services

DHCP SERVER

CPU( 1) 111 (Copp
Uptime 0O days, 0:22
Load AvqgD.19 0,06 0,01
Kernel 2.6.16.21

) 996MHz Refresh ﬂ

=

Logout Reboot Shutdown

|nc.tive on: ETHOOD |

Subnet |192168.00/255265 2550 7] | New| Remave || Shewlog | ‘

5YSTEM

® Sctup Sa\-.*el Enabled
® |ogs
® Ltjlities
LISERS ;. .
Default Lease Time Max Lease Time I—
: g?g;;s Davs Hourz Minutes Dayvs Hours Minutes Default Gateway 182.165.0.75
® LDAP [ NIS [00 =]lee =] o0 =] [0 <f12 =]fo0 =] DNS 1 [faz18e075
® RADIUS
® Captive Portal DS 2 I
NETMT e Range 1 [182.168.0.20 - [192.168.0.25
T wance | 0 e |
: gmgp Eie 3| B I Domain Mame I
e PR MNIS Domain I
SECURITY
® Kerberos 5 Add| Edit] Delste MTP Server 1 I
® Firewall i
® 500 Ch MNTP Server 2 I
* QoS WINS 1 [
® [MAP Server I
® SMTP Server WINEZ

Ok 20 10:37,26 SUCCESS: DHCP subnet 192,168,0,0/255,255,255.0 successfully created,
Ok 20 10:38,40 SUCCESS: DHCP subnet 192,168,0,0/255. 255,255, 0 successfully saved,

|9__ Operazione completata

K

i ’g [#9 Trternet

and save.
Zeroshell is also our default gateway and DNS sérve
Our client network configuration:

Proprieta - Protocollo Internek (TCP/IP} 21
Generale | Configurazione alternativa I
E possibile ottenere 'assegnazione automatica delle impostazioni IP s& la

rete supporta tale caratteristica. In caso contrario, zard neceszario
richiedere all'amministratore di rete le impostazioni IP corrette.

&+ Ottieni automaticamente un indirizza IP

' {Ottieni indirizzo server DNS automaticamente:

—{" Utilizza il seguente indirizzo P

Indirizza | B
Subnet mask:

Gateway predefinito:

—{" Utilizza i seguenti indirizzi server DM 5:

Avanzate. .. |
Ok I

Semver DHS preferito:

Semver DNE alternativ:

Anriulla |

few seconds and we can verify that:




C:\Documents and Settings\Administrator>ipconfily) /a

Configurazione IP di Windows

Nomehost..............: B
Suffisso DNS primario ....... :
Tiponodo......... : Sconosciuto
Routing IP abilitato. . . ......:No
Proxy WINS abilitato . . ... ... :No

Scheda Ethernet Connessione alla rete locale (LAN):

Suffisso DNS specifico per connessione:

Descrizione .............:3€B8C920B-EMB Integrated Fast
Ethernet Controller

Indirizzo fisico. . ... ......: @B-54-0B-31-CA

DHCP abilitato. . . .........:Si

Configurazione automatica abilitata : Si

Indirizzo IP. . ...........:19268.0.25

Subnetmask.............:2855.255.0

Gateway predefinito . . .......:19968.0.75

ServerDHCP .............:1988.0.75

ServerDNS . ............ :1988.0.75

Lease ottenuto. . . ......... :ereh 20 ottobre 2006 10.41.59

Scadenzalease........... exdin?0 ottobre 2006 18.41.59



Static routes to remote networks:

If we have any remote networks connected througiuter, we can set static routes.
For example if we must reach remote network: 192 8@ 0/24 through the router 192.168.0.254 , wesedthis using
ROUTER andADD:

£ 25:192.168.0.75 - Microsoft Internet Explorer = | o x|
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Inditizzo |a https: /{192, 168.0,75/ ;I (v) vai |CONegamenti »

Release 1.0.beta2 CPU [ 1) Pentium III (Coppermine) 996MHz Refresh
zeanm About Uptime 0 days, 0145
Load Avg,00 0,00 0,00

= NEi SENICES Logout Reboot Shutdown el Sl i

*® Setup
® Logs = = z —————— - .
e Utilities |Furwarding: ncnvE| F Erabled DEFAULTGW | ROUTINGTABLE | cHECKIP ”

® Llsers

® Groups STATIC ROUTES .&ddl .Change.l Dielete |

: EQSTU‘I{SNIS Destination Netmask Type Metric Gateway Interface State

& Captive Portal Q) DEFALILT GATEWAY 0.0.0.0 MNet i} 192.168.1.254 Up
NETWORK

® Hosts

® Router

® [DNS

* DHCP

& PN

® Kerberos 5

® Firewall

® w509 CA

® QoS
® [MAP Server
® SMTR Server

Oct 20 10:38,40 SUCCESS: DHCP subnet 192,1658.0,0/255.255.255.0 successfully saved,
oot 20 10:47,35 SIUCCESS: Session openad from host 192.168.0,25 (Admin)

N G

& [T T T [5[@ntems
192.168.0.75 - static Route Config - Microsoft Internet Explorer - |I:I|£|
STATIC ROUTE % network {0 Host
Destination  ||192.16%.50.0 Metmask [255.255.255.0
¥ Gateway Gateway Metric Interface
 Interface I:I"E‘E':I'E'E'|:|'25£1 Il I—j

0] 4 | Cancel I

| E Operazione completata I_ I_ I_ I_ Ig |ﬁ Inkernet 5

‘Metric’ is the cost , the priority to follow if may different routes exists for the same destinatietwork.




£)25:192.168.0.75 - Microsoft Internet Explorer o & | ol x|

File  Modfica Visualizza  Preferiti  Strumenti 2 | i
@iﬁai'éfr'@:' v @ T * u /i‘| p Cerca ?J':Q Preferiti 153 il \m S |_J | XML | E - ﬁ
Indirizzo ||! | https:ff192,168.0,75¢ ;I ® Yai | Collegamenti **

iy _ Load Avg.00 0,00 0,00

= Net Services Kermel | 2.6.16.21 i
AT ROUTER RIPv2 virtual Server

o Utilities ‘Forwarding: ncnve‘ W Enabled  DEFAULTGW | ROUTINGTABLE | CHECKIP ”

® Lsers

® Sroups STA

® RADIUS Destination Netmask Type Metric Gateway Interface State

® Captive Portal Q) 192,168.50.0 255.255.255.0 Met 1 192.168.0.254 Up

® Hosts

® Fouter

® DHCP

N

® [erberos 5

® Firewall

Release 1.0.beta? CPU [ 1) Pentium ITI (Coppermine) 996MHz Refresh  a

zs?om About Uptime 0O days, 0:45

- Logout Reboot Shutdown Mo 4 aEmAn L
LUSERS

. ROUTES Addl .Changé.l Delete |

® [ DAP [ NIS
B (3 DEFAULT GATEWAY 0.0.0.0 Met i 192.168.1.254 Up

* DNS
SECURITY

® X500 CA

® QoS
® JMAP Server
® SMTP Server

oot 20 10:47,35 SIMCCESS: Session opened from host 192,168.0.25 (Admin)
Sk 20 10:49,00 SCCESS: Static route 192,168,50.0/255,255.255.0 via 192.162.0.254 mebric 1 successfully added,

[& Cperasions campletata [T 1T [5[¢ inkemet

allE

We can activate also RIP v2 protocol. It is usebbtanore existing routers dynamically share infedions about
known remote networks.




Virtual Servers:

It is possible to share internal network servicéb @xternal network ( internet). We can for exaenphoose to publish

a website.
UsingROUTER , chooseVIRTUAL SERVER

ghttps:,.-",.-"l'EIZ.lEB.l].'.'S - Port Forwarding - Microsoft Internet Explorer ;|g|5|
Virtual Server View | Close |
Input Interface Protocol  [Local Port Remote IP Remote Port Add
IALL—j ITCP j I I I Delete
|_| Interface | Protocol | Local Port | Real Servers
Motes:

Fermote IP field can be the IP address of a single real server ar the IP range [ex, 192,162,0,100-192,162,0,110) of
a server farrn, In the latter caze, Round Robin algorithm iz uzed to distribute the requests to all the real servers, It

is important note that only load balancing is guaranteed and not fault tolerance

| ¥ Operazione completata l_ l_ l_ l_ E |tl' Internet =

We must chose the interface , the protocol angbénelistening for this service on Zeroshell syst@iinen we must set
where is the service in our secure network: 192(&80. It's the webserver publishing our homepag@ort 80 TCP.




192.168.0.75 - Port Forwarding - Microsoft Internet Explorer P ] 5|

Wirtual Server iew | Close |

Input Interface Pratocal  |Local Port Remate IP Remate Port Add
|ETHD1 =l |Tce =l s [182.166.0.100 B0 Dalate
|—| Interface | Protocol | Local Port | Real Servers
MNotes:

Femote IP field can be the IP address of a single real server or the IP range (ex, 192,165,0,100-192,165,0,110) of
a saerver farm, In the latter case, Round Raobin algarithm is used to distribute the requests to all the real servers, It

is important note that only load balancing is guaranteed and not fault tolerance

| E Operazione completata ’_ l_ ’_ l_ ’g |Qj Inkernet v

192.168.0.75 - Port Forwarding - Microsoft Internet Explorer - |EI|1|
Virtual Server e | Close |
Input Interface Pratocal  |Local Port Remate IP Remate Port Add
IALL j ITCP j I I I Delete
|_| Interface | Protocol | Local Port | Real Servers
[o] ETHOL | TCp | g0 | 192.168.0.100:80
Motes:

Femote IP field can be the IP address of a single real server or the IP range (ex, 192,165,0,100-192,165,0,110) of
a saerver farm, In the latter case, Round Raobin algarithm is used to distribute the requests to all the real servers, It

is important note that only load balancing is guaranteed and not fault tolerance

| E Operazione completata ’_ l_ ’_ l_ ’g |Qj Inkernet v

We must be sure that xDSL router has not NAT emhiBfeNAT is enabled we must be sure that requestport 80 tcp
arrive Zeroshell ETHO1. For example in my 3com eouthave set that every kind of request from mé¢must reach

my Zeroshell External Interface:



rosoft Internet Explorer

file Modfica Yisualzza  Preferiti  Strumenti 2
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Indirizza | @ http: /192, 168.1.254)

_VJ (E:l Yai ‘CoHegamenti 5

@!
3com

OfficeConnect'apsL wireless 11g Firewall Router

Setup Wizard DMZ
LAN Settings . ’ 5 x
& If you have a client PC that cannot run an Internet application properly fram behind the
Wireless Settings firewall, you can open the client up to unrestricted two-way Internet access, This may
o be necessary if the MAT feature is causing problems with an application such as a game
Internet Settings or video conferencing application. Usa this feature on 3 temparary hasis. The computer

Routing in the DMZ is not protected from hacker attacks.

Firewall

Special Applications Enable bmz

i« e
Siptil SEryers oMZ EMABLE DISARLE

Client 1P Filters :
IP Address of ¥irtual DMZ Host

MAGC Address Filtering Public IP Address Client Addr
1

DHZ 151.37.184.157 1ez68afl |
SN:::“"EN -3 O ! O 10216810
:Svstem Tools al i 10 10 _192‘168‘1.0
Status and Logs + 10 {0 10 10 192.168.1.J0

5
8

o o o] 10216610
! 19216010
O O 19216010
e oy o 1021680

Help | Apply I Cancel

Log Out

B

[t



Security: check default policies

UsingFIREWALL we can check the default network policies on oavall.
ChooseCHAIN OUTPUT and clickVIEW :

£)25:192.168.0.75 - Microsoft Internet Explorer = | ] 3]

File:  Modifica: Misualizza  Preferiti  Strumenti 7 | o
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@Z_{nd\etrq - E,y s u Ll Cerca ?‘q Preferiti {7 e A |j S|+ &

Indirizzo ||!-https:,|’,|’192.168.0.?5,i ;I ® Vai |CONegamenti i

Release 1.0.beta? CPU [ 1) Pentium III (Coppermine) 996MHz Refresh
ZEROSHELL about Uptime 0 day, 019
Load Avg0.02 0,07 0,04

= Net Services Logout Reboot Shutdown »Kaer-rfe-l--- Sk _I

o Utilities |chain: 0UTPUT| Policy [ACCEPT =] | chain [OUTPUT =] | New| Remove [View] | Showlog | ‘

gfirnsns MM Enabled W
Iﬁié?ufsms OUTPUT Rulas 4dd| Change | Delete |

Captive Portal Seq/Input Output Description 'Log Active
T s,
Hosts
Router
DNS
DHCP
WEMN
® Kerberos 5
* Firewall
® X509 A
ToDo List
® Qo3 ]
® [MAP Sarver -
® SMTR Server

N

socccfilocrve

Ok 21 10:14,239 SUCCESS: Systern successfully started with Linux kernel 2.6,16.21 and ZeroShell 1.0.beta2
Oct 21 10:22,54 SUCCESS: Session opened from host 192,168.0.1 (Admin)

|i& Operazione completats [ |5 [0 et

LT

These are output policies:

92.168.0.75 - View Chain - Microsoft Internet Explorer - E||5|
-
QuUTPUT chain [OUTFUT ]| Refresh | Close || Showloy |
Chain OUTPUT (policy ACCEPT 1576 packets, 305K bytes)
pkts bytes target prot opt in out SOULCE destination
2452 365K SYS_OUTRUT all -- % * 0.0.0.0/0 0.0.0.0/0
|E Operazione completata ,_ ,_ ’_ ’_ E 4 Intemet v

Choose novCHAIN INPUT and clickVIEW , these are the default incoming policies:



Shhttps://192.168.0.75 - View Chain - Microsoft Internet Explorer —1=1 =1
INPUT Chain [INPUT -| Refresh | Closel Show Log |
Chain INPUT {policy ACCEPT 340 packets, 28796 hytes)
pkts bytes target prot opt in out gource destination
1355 134K SYS_INPUT all -- % - 0.0.0.0/0 0.0.0.0/0

[t} 0 3¥3_HTTPS tcp -- % * 0.0.0.0/0 0.0.0.0/0 top dpt:dl
633 60165 3¥3_HTTPE tcp - % * 0.0.0.0/0 0.0.0.0/0 top dpt: 443
|a Operazione completata ’7 ’7 = |19 Internet v

Choose nowCHAIN FORWARD and clickVIEW , these are policies to get through the firewall:

Shhttps://192.168.0.75 - View Chain - Microsoft Internet Explorer i ] 3
FORWARD Chain |FORWARD «| Refresh | Close | Show Log I
Chain FORWARD (policy ACCEPT O packets, 0 bytes)
pkts bytes target prot opt in out Source destination

a 0 CapPort all -- * * 0.0.0.0/0 0.0.0.0/0
-
@ Operazione completata ’_ ’_ = |09 Internet v

We can see that requests from internal ETHOO tereat ETHO1 are allowed; Nothing is set from ETHOETHOO so
nothing will pass through.



