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Abstract— Magnetic-based detection technologies for
undersea protection systems are very effective in monitoring
critical areas where weak signal sources are difficult to identify
(e.g. diver intrusion in proximity of the seafloor). The
complexity of the involved geomagnetic phenomena and the
nature of the target detection strategy require the use of
adaptive methods for signal processing. The paper shows that
Computational Intelligence (CI) models can be integrated with
those magnetic-based technologies, and presents an effective,
reliable system for adaptive undersea protection. Two different
CI paradigms are successfully tested for the specific application
task: Circular BackPropagation (CBP) and Support Vector
Machines (SVMs). Experimental results on real data prove the
advantage of the integrated approach over existing conventional
methods. Individual CI components and the overall detection
system have been verified in real experiments.

I. INTRODUCTION

T

detection and intrusion prevention are crucial
issues in undersea and port protection systems. The
complexity of the involved problems and the lack of
established models of the underlying phenomena have raised
an increasing interest for adaptive paradigms such as
Machine Learning and Neural Networks [1-4].
In the specific scope of intrusion detection, neural
classifier tools have already been successfully coupled with
sonar-based systems [1-4] to enhance accuracy in target
detection [5]. Sonar technology is very effective in the
monitoring of obstruction-free large volumes of water, but
may fail in the presence of acoustically shadowed spots. This
typically occurs in the proximity of the seafloor and is due to
echo, reverberation, and others issues related to the
morphology of the sea bottom [6]. Magnetic-based detection
systems have proved effectively in those critical conditions
where peripheral sensing is required [7]. Indeed, the current
trend in the design of high-accuracy, high-reliability
protection systems is to couple sonar-based and magneticsensing technologies, and to endow them with
complementary missions [7].
In fact, the topology configuration and the operational
ARGET
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deployment of a magnetic-based detection system is a critical
issue due to: 1) the intrinsic, highly non-linear magnetic
noise from the environment (e.g. a port, human activity,
anomalies in solar activity), and 2) the peculiar nature of the
weak signal sources associate with the targets of interest
(e.g., divers). Moreover, an intrusion detection system
should be also robust against random malfunctioning of the
sensing devices. Thus magnetic-sensing technologies need to
be enhanced by the nonlinear representation and the
classification ability of machine-learning models for accurate
detection.
The novelty aspects of the presented research mainly lie in
the integration of machine learning tools in a magnetic-based
sensing architecture and in a design strategy to select the
adequate paradigm in such a context. This methodology
results in a highly accurate, highly reliable and robust
detection system aimed at diver intrusion prevention and port
protection. The approach involves two supervised classifier
models for target detection and identification: Support
Vector Machines [8] and Circular Back Propagation
Networks [9].
II. ARCHITECTURES FOR MAGNETIC-BASED DETECTION
SYSTEMS
A. Geomagnetic Phenomena for Weak Signal Detection
The adoption of the geomagnetic field for target detection
allows one to manage critical scenarios that are not covered
by other technologies (e.g., weak signal detection, protection
of acoustically blind areas, etc). At the same time, one has to
tackle a complex phenomenon, which results from the
superposition of several magnetic fields generated by natural
and artificial sources. Sources can be both internal and
external to Earth, and are characterized by different physical
qualities (i.e. form, position, etc…).
The classical detection approach highlights the magnetic
characteristics of the target by separating them from the
overall (geo)magnetic field. It requires an accurate modeling
of the geomagnetic field, and assumes that one can single out
and classify every magnetic source that generates interesting
signals. In practice, an analyst typically tunes a bank of
devices by adjusting the characteristic frequencies of LowPass, Band-Pass, and High- Pass Filters. The actual filter
settings depend on: 1) the magnetic sources of information
that are associated with the targets, and 2) the signals that are
therefore predicted by the model. This method exhibits some
crucial drawbacks and nowadays is regarded as ineffective,

Fig. 2. RIMAN adaptive configuration: the array of magnetometers
are referred to one reference sensor (MAG0). Each blocks Fn0
supports the adaptive target detection of the n-th sensor.
Fig. 1. Comparison between the adaptive (A) and the classical (B)
detection approach on a real diver-intrusion test. The classical
filtering approach (involving the total magnetic field only) induces a
false-positive.

especially for the detection of weak signals [7]. This is
mainly due to the complexity of the observed phenomenon
which prevents the refinement of an accurate model of the
measured field.
An alternative approach extracts the magnetic signal of the
target by means of a flexible noise-cancellation technique,
which does not make any assumption about the observed
environment [7]. The critical operation of this method is an
adaptive filtering procedure, in which one measures the
background (noise) signal, and uses the empirical results to
cancel the noise term from the total observed field; this
ultimately highlights the information of interest. Such an
approach does not imply any subjective setting of filters, but
requires a careful sensing of the environmental noise.
The simplest adaptive set-up involves a twin-sensor
configuration, in which one device captures the overall
signal (also including target contributions), whereas the other
measures the “reference” environmental magnetic noise. The
proper displacement of the sensing devices clearly becomes
a critical aspect to ensure a correct acquisition of the targetindependent noise component [7]. Previous research [10]
developed and tested the design guidelines for the proper
topological configuration of the devices. When, ideally, both
sensors are perfectly synchronized, a simple subtraction
between the two measures highlights the target signal.
Figure 1 compares the classical and the adaptive detection
techniques in the time domain [s], under the above
assumption of synchronization. Side A shows the differential
field measured by the adaptive system [10], in which the
reference signal is subtracted to the target signal; the peak
marks a diver intrusion that is correctly detected. Side B
gives the result obtained by the classical approach, which
applies LPF to the overall signal (environment and target);
the graph shows that environmental noise induced a false
positive (the secondary peak).

Fig. 3. SIMAN configuration: each magnetometer operates both as a
sentinel and as a reference for neighboring devices. Block Fmn
supports the adaptive target detection for the pair of sensors MAGm
and MAGn.

B. Architectures for adaptive magnetic-based detection
The adaptive approach leads to two possible supporting
architectures. In the basic schema, an array of “sentinel”
magnetometers are all coupled with one separate device,
which provides the “reference” measures of the noise signal
to be canceled. This architecture is called RIMAN-type
(Referred Integrated MAgnetic Network) configuration [10],
and is shown in Fig.2
The Self-referred Integrated MAgnetic Network (SIMAN)
schema improves on the basic RIMAN system; it includes an
array of sensors in which, at the same time, every instrument
operates as a sentinel and as the reference for the
neighboring magnetometers [10]. Figure 3 shows the overall
SIMAN architecture.
The approach presented in this paper implements a
SIMAN configuration and includes, for the sake of
simplicity and without loss of generality, a pair of
magnetometers. In practice, at least three devices should be
deployed in order to break symmetry and allow the detection
of half-way crossing targets; nevertheless the twin-device
experimental configuration is suitable for the validation of
the system under a wide range of operational conditions.

C. Critical issues in the detection strategy
The integration of a reference and a sentinel signal greatly
enhances detection effectiveness because it makes it possible
to bypass the requirement of an accurate model of the
observed environment. At the same time, the differential
nature of the overall principle dictates strict design
guidelines and poses some relevant issues.
First of all, the assumption of sensor synchronization is
mostly unrealistic in real scenarios, which involve several
magnetometers with non-ideal physical characteristics;
misalignments in the time domain affect the detection system
in the form of signal random perturbations. The latter terms
add up to the inherent noise component that results from the
imperfect coherence between the sentinel and the reference
sources, due to the spatial displacement of the sensors.
Another critical aspect in the tuning of the pairwise
architecture stems from the spurious signals that may be
prompted by individual magnetometers during the sensing
procedure. Spurious phenomena are only due to a defective
behavior of the device; they appear in the form of extremely
brief spikes and can mislead the detection system if they are
not properly recognized as false alarms. These anomalous
impulse signals affect most current magnetometers and are
quite difficult to predict, since they are not related to the
measurement procedure but only depend on the physical
characteristic of the sensors.
The above variety of external critical issues exhibits a
complex operational problem, whose main aspects are the
highly nonlinear nature of the involved phenomena and the
practical difficulty to predict the behavior of system
components. The general crucial issue actually is the absence
of any model of the overall scenario.
These considerations justify the adoption of empirical
methods to support the detection system. The detection
principle itself calls indeed for adaptive paradigms, which
can adjust their performance in compliance with
environmental conditions and specific signals. From this
viewpoint, the field of computational Machine Learning
(ML) techniques offers a wide spectrum of suitable
methodologies, and the present research shows that MLrelated paradigms can cover virtually the entire range of
requirements for an effective deployment of the adaptive
magnetic-based detection technologies.
III. COMPUTATIONAL INTELLIGENCE METHODS FOR
MAGNETIC-BASED DETECTION
The main issues that are raised by magnetic-based
detection technologies can be summarized in the following
requirements: first, specific and reliable paradigms should
support the critical parts of the process, such as target
detection and event classification; second, one needs some
quantitative method to validate the obtained results and
compare the alternative solutions objectively. Computational
intelligence techniques aim at building predictive systems
that can make reliable decisions on unseen samples. As a

result, these paradigms can fit the magnetic-detection
requirement quite effectively.
This paper focuses on two alternative techniques: Support
Vector Machines (SVM) [8] and Circular BackPropagation
(CBP) [9], which extends the classical MultiLayer
Perceptron (MLP).
A. Classification Algorithms for Magnetic-Based
Detection
The training of learning systems requires a dataset, X,
holding n patterns (samples): each pattern includes a data
vector, x Rm, and the category label, y {-1, +1}. When
developing data-driven classifiers, the learning phase
requires both x and y to build up a decision rule. After
training, the system can process data that do not belong to
the training set; the system classifies each input sample with
a predicted category, ŷ {-1, +1}.
The function that predicts the class of a sample is the
decision function, ŷ = sign(f(x)), where f(x) is a weighted
sum of non linear basis functions. The resulting trained
system, thus, can be easily implemented in an electronic
device for real-time data processing, thanks to the
straightforward expression of decision function.
In the case of SVM, generalization ability relies on two
main concepts: the function f(x) belongs to a Reproducing
Kernel Hilbert Space (RKHS), and Regularization Theory is
used as the conceptual basis [8]. The decision function
fSVM(x) can be written as:
nsv

f SVM (x)
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b
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i

where, K(,) is a kernel function [8] and the number of
Support Vectors nsv , the „bias‟ term b and coefficients i are
computed by the training algorithm [8], which minimizes a
quadratic cost function [8]. The eventual generalization
performance of a SVM depends on the specific setting of the
scalar parameter C that regulates the trade-off between
accuracy and complexity in the training process [8], and the
kernel-specific parameters. In this work, the classical RBF
kernel has been adopted.
CBP is a single-layer feedforward network that connects
the input layer to the hidden layer (having Nh neurons)
through a set of weights. The CBP network, in particular,
augments the conventional MultiLayer Perceptron (MLP)
architecture with an additional input, being the sum of the
squared values of all the network inputs. As a result, the
overall decision function, fCBP(x) is given by:
Nh
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Coefficients w, w′ are denoted as “weights,” b and b are a
bias. Theory proves that feed-forward networks embedding a
sigmoidal activation function, sigm(r) = (1+e-r)-1, can

Fig. 4. The processing architecture of the overall neural magneticbased detection system.

support arbitrary mappings [11]. The quadratic term in (3)
allows the CBP network either to adopt the standard
sigmoidal behavior, or a bell-shaped radial function,
depending on the data. As a major result, the CBP network
does not need any a-priori assumption to formulate the
model without affecting the fruitful properties of an MLP
structure. The structural CBP enhancement still allows
adopting conventional back-propagation algorithms [9] for
weight adjustment, yielding an effective training.
IV. THE ADAPTIVE DETECTION SYSTEM
A. The Overall Architecture
This Section presents the architecture that integrates
Computational Intelligence paradigms within the magneticbased detection technologies, and illustrates the complete online processing chain that maps input signals into a decision
result at run time.
The data provided by the sensory system consist in a
reference signal and in a target signal; to preserve as much as
possible the original information content within data, both
input streams are not either pre-filtered or processed in any
way. This ensures that the result of the learning process in
the adaptive neural component is not affected, hence no apriori processing of signals might bias the inductive learning
process.
Each input stream is segmented by applying a

conventional windowing technique: the target and reference
signal is arranged into frames including L samples; the
resulting windows are allowed to overlap. The amount of
overlap determines a tradeoff between sample size and
information consistency: indeed, a small overlap reduces the
number of patterns in a sample and mitigates the mutual
correlation between time-consecutive input patterns; at the
same time, too small an overlap extension might affect
information consistency among loosely correlated patterns.
The research presented in this paper aims at an objective
evaluation of the overall method effectiveness, hence the
preservation of the informative power of input signals is
important. Thus the largest overlap (window size = L – 1)
between time-consecutive frames is adopted, and for an
original stream having length h, the total number of patterns
(windows) is np = h – L +1.
As a result, the input space to the neural network
components joins the stream segments from the reference
and the sentinel sensors, and is therefore represented by a
vector having dimensionality m = 2L. Since this strategy
generates a huge amount of patterns, a random sub-sampling
technique can reduce the final cardinality of the dataset for
training the system. To facilitate the numerical convergence
of the training algorithms, the generated dataset is
normalized in the range [-1,+1] for each time instant: in other
words arranging samples data in a np by m matrix,
normalization in [-1,+1] is performed on each column.
The output information prompted by the neural detection
systems adopts a hierarchical event-labeling schema: a
preliminary
classifier
(Signal
Classifier)
module
discriminates Normal Signal (NS) patterns from Anomalous
Signal (AS); a subsequent targeted Event Classifier module
processes the AS input streams and separates Target Signal
events (TS, e.g., a diver intrusion) from Sensor Spiking
signals (SS, i.e., an anomalous sensing malfunctioning in a
magnetometer). Both classifier stages are supported by
adaptive neural components described in the previous
Section, and are trained empirically.
The architecture described in Fig. 4 presents some degrees
of freedom in the choice of the neural technologies that
actually support the various components. The adaptive
nature of the design criteria allows one to complete that
selection in compliance with the specific application context
depending on empirical measures.
B. Random Projection Methods for Visualization and
Domain Inspection
Applications in critical domains sometimes require some
justification of the empirical models; visual inspection
obtained by feature reductions techniques can support such a
demand. The research presented in this paper adopts
Random Projections (RP) techniques [12] for that purpose.
Random Projections represent a recent, increasingly popular
approach to support feature reduction in a simple and
efficient way. These methods are inexpensive from a
computational viewpoint and yield reliable results on

complex domains [13]; in the present context, they are used
as a data-analysis tool to support visual inspection of the
observed domain.
The RP formalism stems from the following fundamental
result on manifolds [12]:
Johnson-Lindenstrauss lemma (JL-Lemma) [13]: For
any 0 < < 1 and any integer t, let k be a positive integer
such that:
3
(4)
k 4( 2 / 2
/ 3) 1 ln( t )
2
Then with probability O(1/t ) for any set X of points in Rm,
there is a map f: Rm Rk such that for all x, z X:
(1

)

|| f ( x)

f ( z ) || 2

|| x z || 2

(1

)

Signal Classifier

Window
size, L

The JL-Lemma ensures that, when comparing the distance
values between a pair of patterns in the original space {x,z}
and in the mapped space {f(x), f(z)}, the distortion in
2

x z . To address the projected

space, X̂ , one should just build up a random matrix, R,
(having size d k) as per JL-Lemma. Then the projected
space is obtained from the original space by:
(6)
X̂ XR
The distance-preserving property makes RP methods quite
interesting for domain inspection. The mapping function, f, is
the operational core of the overall method; if one imposes
that the target space is lower-dimensional than the original
one, (k << m) the overall framework can be regarded as a
dimensionality-reduction compression process. This
technique has been successfully used in text mining domains
[13] for clustering purposes. In the current research, the
projection method is used for solving the problem of data
rendering just by imposing k=2, so that the original data are
mapped into a 2-D domain allowing visual inspection.
V. EXPERIMENTAL RESULTS
A. Experimental Set Up
In the experimental set-up used for the verification of the
magnetic-based detection approach, the sampling
frequencies for the reference and the sentinel data streams
were approximately of 50 Hz. The detection response time,
depended on the sampling frequency due to the window
overlapping mechanism; after transient completion, the
system could prompt a detection response every 0.02s (i.e.
50 Hz sampling).
To attain a robust estimation of the generalization error
the set of input patterns, after sub-sampling, windowing and
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EVENT CLASSIFIER: THE DATASETS
Event Classifier
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The function f() is rendered by projecting the original
data X into the random subspace spanned by a random
matrix R. This matrix is made up of d rows, k columns, every
matrix entry is distributed as N(0,1) and columns have
unitary length.

distances is less than
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joining, were shuffled and split into a training and a test set;
such a procedure was repeated 10 times to make up for
statistical fluctuations. The eventual generalization
performance was worked out by averaging the classification
errors measured in the 10 runs. The overall system accuracy
was evaluated by combining the accuracy measures of the
pipelined classifiers, in compliance with the hierarchical
schema described in the previous Section (Fig. 4).
An additional goal of the tests was to assess the influence
of the window size, L, on the accuracy of the classifiers.
Therefore, the experiments covered a set of possible window
sizes: L {10, 50, 100, 200}. Tables I and II give the
number of patterns and the distribution of classes {–1, +1}
for the signal classifier and the detection-event classifier,
respectively. The Tables report the cardinalities of the data
sets used for training and test.
The following Sections report on the obtained results for
the data-analysis process, and give the classification
performances for each neural classifiers implemented.
B. Random Projection Based Data Visualization
The random-projection analysis of raw data adopted the
classical approach [12], hence the entries of each random
projection matrix were normally distributed as N(0,1), while
columns were normalized to unitary length. The space of
projections always was 2-dimensional in order to allow
direct visual inspection. Figures 6 and 7 present the 2-dim
projection results for the signal and the event classifier,
respectively; in both cases, the analysis covered different
settings of the quantity, L, which determined the overlap
between contiguous windows of sensor data.
In all graphs, cross marks and black circles mark patterns
associated with opposite classes (-1, +1). A promising
projection is attained when the patterns belonging to one
class appear to be easily separated from those belonging to
the other.
In the case of the signal classifier (Fig. 5), the graph shows
that only a limited portion of patterns tended to spread out

Fig.5: Signal-classifier data analysis: 2-dim Random Projections for increasing window overlap, L

Fig.6: Event-classifier data analysis: 2-dim Random Projections for increasing window overlap, L

when the windows overlap extent, L, increased. By contrast,
a marked confusion among the two classes emerged when
projecting the event-classifier data (Fig. 6).
In any case, the 2-dimensional views resulting from the
random-projection analysis contributed in clarifying the data
distribution and the class peculiarities that could not be
observed in the original, time-domain space.
C. SVM Experiments
The implementation of the Support Vector Machine model
in both the Signal and the Event classifiers adopted the
Radial Basis Function (RBF) kernel; such a choice was
driven by a preliminary analysis [14], which had showed that
other kernel formulations (such as the linear or the
polynomial kernels) did not yield satisfactory accuracy
levels. To tune the RBF kernel properly one should find the
optimal pair of parameters {C, } [8]. The first quantity
rules the smooth shape of the learned function, the second
relates to the scale of empirical data. In the case of the
magnetic signals involved, the selection involved a scanning
process over a ranges of values; for each pair of values, the
test error on unseen data was measured. In the experiments,
the tested settings were: C,
The implemented SVM training procedure was based on
the SMO algorithm and used the classical settings, namely, a
first-order selection strategy of the working set and a
tolerance setting
= 1 10-3 in the Karesh-Kuhn-Tucker
optimality conditions [15]; the code was implemented as a

Matlab C-coded mex-file routine.
Figures 7 and 8 give the measured classification errors on
unseen test data, for the Signal and the Event classifier,
respectively; the graphs also provide an estimate of the
generalization performances of the various classifier settings.
The x,y axes in all graphs marks the grid of tested parameter
settings {C, }; the z axis gives the average percentage error
on the test set, using different window sizes.
Figure 9 gives the overall accuracy with the optimal
settings of kernel parameters {C, } obtained from the
previous analysis, and varying the window-overlap size, L.
The analysis of the above results pointed out that, when
using the SVM model, the size of the overlap window was
not a critical parameter for both the Signal and the Event
Classifier. Empirical evidence also showed that the EventClassification task seemed considerably simpler than the
Signal-Classification one. This was especially true when
considering the sensitivity to the kernel parameters; in the
case of Event Classification, a wide range of parameters
yielded good classification results, whereas such a robust
behavior was not detected in the other case.
D. CBP Experiments
The set of experiments involving the Circular Back
Propagation networks aimed at assessing the validity of the
general detection schema, by testing an alternative model in
the Signal- and the Event-classifier modules. The
experiments again gave a measure of the generalization
ability of the tested classifiers. The analysis was carried out

Fig.7: Signal classifier: measured test errors for different kernel parameters

Fig.8: Event classifier: measured test errors for different kernel parameters

by testing two different topology configurations of the
multilayer architecture: one configuration included 5 neurons
in the hidden layer, whereas the second configuration
included 10 neurons. To obtain a robust estimate of the runtime error, the training process was iterated three times and
the resulting performances were averaged.
Figures 10 and 11 give the obtained results in terms of
classification accuracy, while Figure 12 shows the measured
detection accuracy associated with the overall detection
system. An interesting element of the obtained results is that
CBP-based classifiers seemed to be less sensitive to the
network parameters (i.e., the number of hidden neurons) than
SVM-based classifiers, and overall yielded a comparable,
sometimes even better, accuracy on test data.

Fig. 9. Global classification accuracy for optimal kernel parameters
and varying window size

VI. CONCLUSIONS
In principle, one might argue that the accuracy attained by
the integrated system on the test tests did not reach the
optimal level 100% and the system was subject to a few false
alarms; in practice, however, this conclusion holds only
when considering individual patterns. If instead one takes
into account the sequential progression of empirical data,
one verifies that misclassification events only occur at the
transitions between normal operation and intrusion
detections (or vice versa). In other words, it can be predicted
theoretically, and was verified experimentally, that all
misclassified patterns lied within the time intervals that
spanned the beginning (or the end) of an intrusion signal. As
soon as the overlap window covered a sufficient portion of
the signal associated with an intrusion (or with a normal
situation), the classification always proved steadily
successful and complete. Such a behavior was due to the
fact that, during transitions, the overlapped-window patterns
involved signal samples belonging to different classes (in
both the Signal and the Event classifiers), and therefore
carried a degree of inherent ambiguity. The practical
consequence of this phenomenon is that the system yielded a
100% accuracy, provided a delay time was allowed between
the start of a change in status and the associate prompting by
the system. The delay never exceeded the size, L, of the
overlap window and on average was reasonably set to the
time span covering three patterns; in a 50-Hz sampling
system, this amounted to 6 ms at most.

the SVM and/or the CBP model seemed the most promising
choices for further implementations on embedded platforms.
The former approach, in particular, appeared in fact
preferable in view of its lesser dependency on the cardinality
of the input space.
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