History and activity

= IEEE 802.11 Committee formed in 1990
= First final standard: november 1997
= Updated: september 1999
= Incremental specifications are being added
= Charter: specification of MAC and PHY for WLAN
= Multiple Physical Layers
= 2.4GHz Industrial, Scientific & Medical shared unlicensed band
—>Now 802.11 version for 5 GHz
= Workgroup activity in IEEE
= Working groups: 802.11a to 802.11i (currently!)
= Dedicated to special extensions
—802.11a.b.g = physical layer enhancements
—2802.11e = QoS, MAC improvements
—-802.11f = intrastructure
—2802.111 - security

—— Giuseppe Bianchi

task groups
= Terms
= Task group: a committee that tasked by the working group as author of the standard
= Working group: includes all the task groups
- MAC task group (last published in 1999)
= PHY task group (last published in 1999)
- TGa : define the PHY for 802.11a (last published in 1999)
> Iggg:)define the higher rate PHY for 802.11 (completed in
= TGb - Corl : define the MIB parameters for TGb, (status:
ongoing)
= TGc : wireless LAN with bridge operations (completed)
= TGd: support by region (country) — (status — engoing)
-2 TGe: QOS (status — ongoing)
= TGf: AP & AP compatibly protocol (ongoing)
= TGg: improvements in the 802.11b PHY (ongoing)
- TGh: improvements in the 802.11a PHY (ongoing)
= TGi: improvements in security (ongoing)

——— Giuseppe Bianchi
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WLAN networks

infrastructure

network \» E% \‘)
(/l Distribution Service (802.11

& - A} 5@

ac-hoc network

= Basic Service Set (BSS)
5 ‘\ = Stations and the AP with in the same radio
\ coverage form aBSS
‘i_\ ; — > Extended Service Set (ESS)
\ﬁ‘) = Several B55s connected through APs farm
an ESS.

—— Giuseppe Bianchi

Channel Access details

=> A station can transmit only if it senses
the channel IDLE for a DIFS time

= DIFS = Distributed Inter Frame Space

Packet
arrival

DIFS |

DATA

TX

RX SIFS | ACK

What about a station arriving in this frame time?
= Key idea: DATA and ACK separated by a different
Inter Frame Space

= SIFS = Short Inter Frame Space

= Second station cannot hear a whole DIFS, as
SIFS<DIFS

——— Giuseppe Bianchi
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Why backoff?

e DATA
STAlL a >

SIS [ACK

-~
v

STA2

l —
STA%S THIVVYTTE
Collision!
RULE: vwhen the chamnel is initially sensed BUSY, station defers transmission;

But vwhen it is sensed IDLE for a DIES, defer transmission of a_further randon time
(BACKOFF TIME)

—— Giuseppe Bianchi

Backoff freezing

=>When STA is in backoff stage:
= [t freezes the backoff counter as long as the channel is

sensed BUSY
= It restarts decrementing the backoff as the channel is sensed
IDLE for a DIFS period
STATION 1 l DIFS DATA DIFS
SIFS|ACK
STATION 2
DIFS |, |, | BUSY medinm DIFS L

«TFS|ACK 6 54 Frozen slot-time 4 — 3 2 1

——— Giuseppe Bianchi
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RTS/CTS and hidden terminals

Packet
arrival
DIFS
TX DATA
RX STFS
others NAV (RTS)
NAV (CTS)

o T8 CTs

(Update DTAV)

RTS/CTS: cary the cinount of time the channel
will be BUSY. Other stations may update a
Network Allocation Vector, and defer TX
even if they sense the channel idle
(Virtual Carrier Sensing)

—— Giuseppe Bianchi

RTS/CTS

and performance

PHY | MAC| -

har | hdr PAXLOAD sth| ACK | prps
T success basic access

PHY | MAC| '

Ihm | 14€|  pavioap | piFs

T collision basic access

| RTS | TS PHY

_SIFS | |_sIFs_

hedr |

MAC] AYL O =
n-.a.l PAYLOAD |_sirs| AK | pips _

T success RTS/CTS

| RTS | pies _

- ——————e-
T collision RTS/CTS

RTS/CTS cons:  larger overhead
RTS/CTS pros:  reduced collision duration

——— Giuseppe Bianchi
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Fragmentation

= High Bit Error Rate (BER)
= increases with distance
= The longer the frame, the lower the successful TX probability

= Fragmentation: splits a message (MSDU) in
several packets (MPDU)

= Each fragment ACKed

= Fragments separated by SIFS (so that channel cannot be captured by
someone else)

DIFS .sms wirs | gL sws | PAgZ g
sender - - -

receiver

_NAV (RTS)
[ NAV (CTS)
_ NAV(fragl)

Other ‘ |

. | NAV(ACK) |
stations - - -

Giuseppe Bianchi t
—_—

Time in
microseconds. Update
the HAV time in the
neighborhood

Frame formats

[pHY|[ mEEsoz1l || Damo-2312 || Fos |
o
=
. Frame
Frame ||Duration|| 400 Address 2 Addressd |[REEE% s g Data check
Caontral 1D Control sequence
Protocal Fragment
version Type ‘ Bub Type info ‘ ‘ b er ‘ Seguence number ‘
1 4 1
To | [From| [More Pwr | More WER
4 1 1 1 1 1 1 1
——— Giuseppe Bianchi
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Addresses
= BSS Identifier (BSSID)

= unigue identifier for a particular B55 . In an infrastructure B551D
it is the MAC address of the AP In IBSS, itis random and
locally administered by the starting station. {uniqueness)
= Transmitter Address (TA)

= MAC address of the station that transmit the frame to the

wireless medium. Always an individual address. 8(_)3 I[EEE
= Receiver Address (RA) 48 bit addresses
= towhich the frame is sent over wireless medium. Individual or
Group 1 bit = individual/ group
2 Source Address (SA) 1 bit = wrversal/local

-, 46 bit address
= MAC address of the station who originated the frame. Always

individual address

= May not match TA because of the indirection performed by DS
of an IEEE 802 11 WLAN. SA field is considered by higher
leyers.

=>» Destination Address (DA)
= Final destination . Individual or Group.
= May not match RA because of the indirection

—— Giuseppe Bianchi

Data frames

Frame | |Duration equence|
Control D Address 1 ‘ ‘ Address 2 ‘ ‘ Address 3 FCom.rol Address 4 ‘ ‘ Data ‘ FC3E
Eeceiver Transmitter
Function To DS From DS address 1 Address 2 Address 3 Address 4
IBSS o o RA = DA SA BSSID NSA
From AP o 1 RA = DA BSSID SA NSA
To AP 1 1] RA = BSSID SA DA NSA
Wireless DS 1 1 RA TA DA SA

= Duration

Time, in microseconds from end of data frame (including the ACK frame
to this data frame). Must be zero for multicast frame.

Address 1

Destination address (the receiver address)

Address 2

-
>

The source address (the transmitter address)
= Address 3
>

DS information

Address 4

Used only in wireless DS
Giuseppe Bianchi
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Control frames

= RTS C{‘;x; Duration R4 H T ‘ FC3 ‘
= CTS CF;;E; ‘Dwaﬁun R4 H FCS ‘
> ACK e T
2 Power Save poll Comt || AT ‘ et H TA ‘ FCS
2 Contention Free (CF) End & CF-End+ACK
cFéiL“; Dliaéim Ré H BESID ‘ FCS

—— Giuseppe Bianchi

!L Variabili di Stato e Servizi

H Stato 1
Fra me dl non auateﬁt\catu
classe 1

non associata

Motifica di
De-Autenticazione

Autenticazions

Stato 2
autenticato
non associata

Motifica di
De-Autenticazione

Frame di
classe 2

Motifica di
Diassnciazione

Associazione

Stato 3
autenticato
associato

Frame di
classe 3
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IEEE 802.1x Authentication (2)

Mobile Node Access Point RADIUS Server

802.11 Association Request
802.11 Association Reply

EAPOW Start
EAP Request/Identity
EAP Reply/Identity

RADIUS Access Request

Challe
EAP Request RADIUS Access Challenge
EAP Reply/Credentials RADIUS Access Request
RADIUS Access Accept
EAP Success

EAPOW Key (WEP)

Figure 3-6: IEEE 802.1X with RADIUS over 802.11
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Inter-Access Point Protocol (2)

IAPP-ADD Packet (broadcast)
< y >
IEEE 802 LAN
‘ ..................................... ’,
Layer 2 Update Frame

=i

Figure 3-10: Actions triggered by an associate request
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Inter-Access Point Protocol (3)

RADIUS
Server
Access Accept |EEE 802 LAN
. ook S R »
\ ngyer 2 Update Frame
Move Request x
Oid -¢ New
Access Point o | Access Point
Move Response

Mabile Node Moving ) | Mobile Node

Figure 3-11: Actions triggered by a reassociate request
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Inter-Access Point Protocol (4)

New Access Point Old Access Point
< SB2 SB2
1P Addi2 RAD! 1P Addr2 Other bridges/
BSSID2 10> BSSID2 switches
Reassociate (BSSID1) i
Access Request (BSSID1)

Access Accept (IP A4ddr| SE1,SE2)

Send Security BlocH (Optional)

Ack Security Block (Optional)

Move Regquest (Confext block)

L2 Update

‘|, Move Response (Cojntent block)

Figure 3-12: IAPP Message Exchange
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