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Securing the connection between a host and a network:

This short guide will lead us to create a tunnel VPN (secure and protected connection)
between a host and a network. This VPN will give us security in communication during the
data exchange. We could also write down security policies between the host and the
network using the firewall in the between.

Here the steps to be followed

Logical scheme of the solution

Preparing the firewall

Preparing certificates

Creating users and hosts

Exporting the certificates for the remote host
Creating VPN Tunnel

Microsoft client configuration
Communication policies



Logical scheme of the solution:

Before starting we have to understand what we are doing:
We have to connect in a secure way a host to a network through internet.

| have realized this configuration in my room, at home, where | have not real public ip
addresses; only for this reason | had to use addresses of the same subnet mask on the
host and on the external interface of Zeroshell.

In a real situation these addresses will not belong to the same subnet. Most of the times
the client will be connected to internet using a dialup connection with dynamic ip address.
We must disable NAT on the router connected to Zeroshell external uinterface.

Ip addresses:

SiteA:

Private Lan: 192.168.0.0/24
Public Ip on Zeroshell External interface: 62.62.62.1

Host:

Dynamic ip address (in my test is 62.62.62.2)

In the following image the red line is the VPN Tunnel.
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Preparing the firewall

Using th document “How to secure my private network” at www.zeroshell.net, you will find
an easy way to prepare the firewall:

1 — setup of Zeroshell
2 — Set ip address on internal interface:

SiteA:

Zlhttps://192.168.0.75 - IP Configuration - Micr o [m] S

IP Configuration (ETHOO) [bttps:if192, 165.0.

IP L9z 168.0.75

Metmask |255.255.255.0

)54 | Cancel I

| & Operazione compl I_ I_ I_ I_ E |{j Internet =

3 — Create a configuration DB:

SiteA:

Bl https://192.168.0.75 - Create DB - Microsoft Internet Explorer = ] |
Maxtor 31024H1 (_hdb) Create | Close |
New Database on partition hdb3
Description Imy cfg
Hostname (FQDM) |zeroshell dominio.lan
Kerberos § Realm |DOMINIO LAN
LD&P Base |dc=d0mini0,dc=|an

Admin password I......
Confirm password I......|

NETWORK CONFIG

Ethernet Interface IETHDD - 3Com Corporation 3c305C-TH/TH-M [Tomado] (rew 78) j
IP Address / Netmask [192.168.0.75 7 |255.285.256.0
Default Gateway I
|ﬁ Operazione completata l_l_l_l_lghj Internet >

4 — Enabling the database configuration



5 — Set ip address on external interface:

SiteA:

) https://192.168.0.75 - IP Configuration - Microsi O] x|
IP Configuration (ETHO1) vlan: none
IP 62 62 62.1
Metmask |255.255.255.0

)54 | Cancel I

| E Cperazione compl I_ I_ I_ I_ E |tj Internet =

6 — In Router menu, choose NAT and set Network Address Translation as follow:

) https://192.168.0.75 - Network Address Translation - Microsoft InternetE o [m] S
Metwork Address Translation Save | ‘v’iewl Cloze |
Awailable Interfaces MAT Enabled Interfaces

ETHOO ETHI
>
L4
Mote :
the zource IP of outgoing packets from the enabled MAT interfaces will be autormatic transzlated
uzing routing table (MASQUERADE)

| E Cperazione completaka l_ l_ l_ l_ E |tl' Internet -




Preparing certificate:
Create the Firewall certificate:

In menu “X509 CA”, click “SETUP”:
EIEY

File Modifica Wisualizza  Preferiti  Strumenti 2 | i

P riers - B3 - W U 2| Pooc yhorean | (e ke | mm B RS

Indvizzo [ hitpsifj192.168.0.75/

d (%) vai ‘C_cmégament_l' 2

Release 1.0.betad CPU( 1) Pentium ILL (Coppermine) 996MHz Refrech o

ZEROSHELL shout Upcime 0 daye, 01
= Net 5 7 Load Avg1.00 0,26 0.08

— Kernel  2.6.19.3 2
- = ErvICES Logout Rehoot Shutdown sl R Ll =

Manage CRL Imported ‘ Trusted CAs ‘ Setup
| Generate ‘ Export | [ key IPEMv‘

X509 CERTIFICATION AUTHORITY

| CA Certificate and Private Key

*® Sgtup

® |ogs

* Utilities

® Users

* Groups

® | DAP [ NIS

® RADILS

® Czptive Portal

NETWORK

Common Name
Key Size

Walidity (Days)
Country Name
State or Pravince
Locality
organization
arganizational Unit

E-Mail address

iy CA,
1024 hits .
3650

T

Il

cominiolan
info@dominio.lan

|

Expire: Mar 4 21:17:07 2017 GMT

Status; OK

Importing CA from external source _Impon |
Private Key Stoglia . I
Certificate Stoglia., I

® Hosts
Router

* 005

® [erberos 5
® Firewall

® 500 CA

® \Weh Proxy
* Wi-Fi AP

® [MAP Server
® SMTP Server

CA Default Parameters
Key Size

Certificate Validity (davs)

Mar 07 22:54,13 SUCCESS: Systern successfully started with Linux kermel 2.6.19.3 snd ZeroShell 1.0.bets4

Apply
1024 bits =

365

Mar 07 22:54,17 SUCCESS: Session opened from host 192,168.0.13 (Admin)

j

|1 Operazions completata:

Fill up the fields and GENARATE the certificate.

- L T—



Creating users and hosts:

Now we create users and host that will be allowed to connect using VPN. In USERS click
ADD:

£) 25:192.168.0.75 - Microsoft Internet Explorer = Iﬂlﬁl
File  Modfica: Misualizza  Preferiti  Strumenti 2. | W
@Iﬁdietr'q_- v F:J‘ - 8 U £| p Cerca 71’\ Preferiti 7 = =4 ‘j § L | E - ﬁ ﬁ

Inirizzblﬁ https:{192.168.0.75] j (b) vai |Collegamenti i

Release 1.0.betad CPU [ 1) Pentium III (Coppermine) 996MHz Eefresh &
zeao‘m About Uptime 0 days, 0:1
= = Load Avgl,00 0,26 0.08
= Net Services Kemel 26193 il

Logout Reboot Shutdown

USERS List View Add Edit Delete X509

S5YSTEM
® Sotup New User m Feset
S o ( ) | Submit | |
& Utilities
Account
® lzers I v Tombi . I j I
® Groups Username |cristian.colombini uID Primary Graup &
® LDAP [ MIS — — =
® RADIUS |H0me Directory |fh0mefcrlstlan colombini |Default shell € bash @& sh O tesh € other |fblnfsh
® Cantive Portal
& {gcts User Information
: Ero\l%ter |Firstnarne |cristian |Lastname Icolombini Organization Imy T
® OHCP o :
® PN Description |cr|st|an calambini-my home lab E-Mail | Phone
® (oS
® Kerb 5
. Fi?g\u\?;ﬁs User Pa d Enabled ces
® K00 CA Passward | Kerberos 5 Authertication 2
I......
& Wik Proxy confirm | Host-to-Lan WPMN (L2TP/IPsec) I
® WiFi AP
® IMAP Server [seeeee |EID2.1>< tecess  (wian | ) I3

® SMTR Server

Mar 07 22:54,13 SUCCESS: System successfully started with Linux kernel 26,193 and ZeroShell 1.0.betad
Mar 0F 22:54,17 SUCCESS: Session opened from host 192,168.0,13 (Admin)

[ [0 [ | [2 [ mtermet

N N ==

Fill up the fields setting up a strong password ( es: %RF45£"Se ) ..this also is security.
Be sure to flag Host-to-Lan VPN (L2TP/Ipsec); this will let user to estabilish a secure
connection.

Now choose HOSTS e click ADD:



81 25:192.168.0.75

ﬂodl“ﬁca‘ - Misualizza

icrosoft Internet Explorer

Preferiti

Skrumenti 2
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U é | p Cerca ?J{Q Preferiti e }m =4 D 3oL | E . % 3

Inditizza | & hetps:jf192.168.0.75]

_ﬂ ®'Vﬁi' |Col|egamenti- »

= Net Services

SYSTEM

Release 1.0 betad CPU [ 1) Pentium III (Coppermine) 996MHz Eefrezh  a
‘About Uptime 0 days, 0:4
Load Avg0.03 0,12 0,06
Eernel 2.6.1%.3 1'
Logout Reboot Shutdown M AnE s Ln
add | Edit | Delete | 05

® Setup
® Logs
® |tjlities

CrisMobile.dominio.lan

Users

Groups

LOAP f WIS
RADIUS
Captive Portal

® Hosts

® Router

® DNS

* OHCP

* VPN

® oS

® Kerberos S
® Firewall

® X509 Ch

Wb Proxy
Wi-Fi &P
IMAF Server

L]
L]
L]
® SMTR Server

Hostname |Cr|sN10b|Ie
Daomain |d0mini0.|an
Description |my mabile pc

Administrator's E-Mail |?

Kerberos 5 Authentication & Enabled  Disabled

Mar 08 22:24,4% SUCCESS: Private key and #.509 certificate successfully generated for CrisMobile. dominio.lan (haost)
Mar 05 22:24,49 SUCCESS: adding new entry "cn=CrizsMobile, dominio.lan,cu=Computers,de=dominia,dc=lan"

| Operazione completata

L

l_l_ ’_ ’_@ |jSlnter_net




Exporting the certificates for the remote host

While creating the host CisMobile.dominio.lan the firewall create a certifcate file for this
host. Using EXPORT button we have to save in PEM and in PKCS#12 (PFX):

Download file x|

Salvare il file?

Maome;  Cristobile[1].dominio.|an. pem
Tipa:  Tipa File sconosciuka
Da; 192.1658.0.75

Salva |

| file szancati da Internet pogzono ezzere wkli, ma alcuni file poszono
danneqggiare i| computer. Se 'onigine non & considerata attendibile,

hoh zalvare il file. Quali rizchi s corono

Download file x|

Salvare il file?

Mome:  CrisMobile[1].dominio.lan.pFx

Tipm:  Scambio informazioni personali
Da 192.168.0.75

Salva |

danneqgoiare il computer. Se l'angine non & conziderata attendibile,

@ | file zcancat da Internet pozsono eszere wtill, ma alcuni file poszono
hion galvare il file. Quali rischi si corono




Creating VPN Tunnel

Click on VPN in the left frame and check that L2TP over IPsec with X.509 IKE and
MSCHAPV2 client authentication is ENALED:

£) 25:192.168.0.75 - Microsoft Internet Explorer o [ |
File  Modfica: Misualizza  Preferiti  Strumenti 2. | s
@Iﬁdietr'q_' 7 ied T 8 0 {_:i| _?O Cercs i Preferti s 7 = =4 ‘j § L | E E ﬁ ‘3

Inditizzo |§ https:{192.168.0.75] j (b) vai |Collegamenti i

Release 1.0.betasd CPL [ 1) Pentium III (Coppermine) 996MHz Befresh
ZEROSHELL About Uptims 0 days, 0:1

Load Avgl.00 0,26 0,08

— i Kernel  2.6.19.3
= Net Services Logout Reboot Shutdown Bt 4 AL - |
veN )
S5YSTEM i
® Setup . - —
® |ogs L2TP over IPsec with X.509 IKE and MSCHAPv2 client authentication Connected: 0
® Utilities
® lUsers | Status: ACTIVE | ¥ Enabled Show Clients | Radius Log ”
® Groups
® | DAP fNIS 2
® RADIUS IPsec IKE Configuration Save | Zancel |
® Cantive Portal =
%.503 Host Certificate
® Hosts ILDcaICAj IOU=HostS, CN=zerosheII.domini0.Ianj
® Router
. - T
. gugp ‘ Yiew | sSrarus: OK ™ Check crL | Imported | Trusted CAs. |
® VPN
® oS e n - "
SECRITY Clisnt 1P Addre: ) Routing Method I~ MNAT-T
® Kerberos 5 From |1D 10.10.1 ta |1D1D1D 250 ‘ © MNormal ' ProxyARP # Source NAT‘
® Firewall
® xS00CH
® ek Prowy Some Motes
® \WiFi AP This type of VPN is a combination of two protocols: Layer Two Tunneling Protocal (L2TP) incapsulated into IPsec warking in transport rode, IPsec
® MAP S authentication uses the IKE (Internet Key Exanchange] with ¥.509 certificates, This means that both YPH server and cient hosts need 2 certificate with
ZETVRT the related private key to provide rutual authentication, L2TP authentication occurs through MSCHAPYZ protocal that authenticate the users with the
® SMTP Server same usernames and passwords used with Kerberos 5. o

(]

Mar 07 25:07,42 SUCCESS: adding new entry "uid=criztian, colombini,ou=People.dc=dominio,de=lan"
Mar OF 23:07,54 SUCCESS: deleting entry "uid=cristian,cu=Feople,de=dominio,de=lan"

| Operazione completata [ [ | = mntermet

s

Now we have to set a new network addressing that will be used in the tunnel. It is
important to use here a network addressing never used before in our networks. O f course
we have to use private network addressing. | have set that the remote clients connecting in
Vpn will be assigned addresses from 10.10.10.1 to 10.10.10.250.



Microsoft client configuration:

Now we are ready to configure the VPN host. | have a Ms Windows Xp Prof...
Import the caertifcate:

Open Ms Management Console in Run :

Esequi 2| x|

. Digitare il nome del programma, della cartella, del
Y5 documento o della risorsa Internet da aprire.

Apri: I iyl j

(] 4 I Annulla | Sfoglia. .. |

In the console open menu FILE - ADD Snap-in
choose ADD—-> Certificates

Aggiungi snap-in autonomo ﬂil

Shap-in autonami digponibili

Shap-in | Faornitare | -
':ﬁ MET Framewark. 1.7 Configuration bicrozoft Corpaoration
@ Analizi & configurazione della protez...  Microgoft Corporation

ﬁ Ayvigi e reqgistn di prestazioni kicrozoft Corpaoration
[ Cartela Micrazaft Corparation |-
] Cartelle condivise Microzoft Corporation

iCertificati bicrozoft Corporation

@ Collegamento a indirizzo 'web bicrozoft Corporation

ﬁ Controllo Actives kicrozoft Corpaoration

% Controlla Ml Microsoft Corporation

E ditar oggetti Criteni di gruppo kicrozoft Corpaoration LI
— Descrizione

La Gestione certificat conzente di sfoghare i| contenuto degl archivi dei
certificati ad uzo personale, oppune per U 2EMvizio o per un compuker,

| &ggiungi I Chiudi




Snap-in certificati

¢ Indietna

Selezione computer

afoglia..

ok.

Richt click on PERSONAL — CERTIFICATES choose IMPORT:



"Tii Console1 - [Directory principale’\Certificati (computer locale)\Personale'\Certificati] -1&] x|

By File Azone Visusizza Preferti Fiestra 7 | 18] x|
= ey
e Djm| 8| HE 2
] Directary principale Rilasciato a /- I Emesso da I Data scadenzs | Scopi richizst i Mome breve i Skata Madello di certif... |
=-E Certificati (computer locale)
23 Personale Mon vi sono elementi per la visualizzazione specificata,
£ Autorlt Richiedi nugve certificata .
e e »
VL Aoty fnestra da qui
1] Autori
][] Certific  Muowa visualizzazione blocco note athivica...
- [] Autorit
| (] Person  hodioma
| O Mot Esportaslencau.,
B Y
-2 _MmsT,
) | B

|angiungi certificato slfarchivia | |

Importazione guidata certificati

Questa procedura guidata permette di copiare certificati,
elenchi di certificati atkendibili ed elenchi di revoche di
certificati dal disco al'archivio certificati,

Un certificatn rilasciato da un'Butoritd di certificazione
conferma lidentitd dell'utente e contiene informazioni
ukilizzate per protegaere i daki o per skabilire connessiani
di rete protette, L'archivio certificati & 'area del sistema
dove i cerkificati sono archiviati,

Per continuare, scegliere Awvanti.

= Indietro

Annulla |




Importazione guidata cerkificaki E[

File da importare
Specificare il file da impartare.

rome file:

.daminio. lan. pem

ettings\Administrator Deskioppptp! Sk Gl R

Sfoglia. .. |

Moka: & possibile memarizzare pit certificati in un singola file nei seguenti Farmati;
Scambio di informazioni personali - PECS #12 (*.PFx, P12}
Standard di sintassi dei messagai crittografati - Cerkificati PECS #7 (P7E)

Archivio certificati serializzati Microsoft (*.55T)

< Indietro I fvanki = I Annulla |

Importazione guidata cerkificaki E[

Archivio certificati
Gli archivi certificati sonao le aree del sistema dove | certificati sona archiviaki,

L'archivio certificati pud essere selezionato aukomaticamente dal siskema oppure &
possibile specificare il percorso per il certificata,

{* Selezionare automaticamente |'archivio certificati secondo il tipo di certificatal

™ Metkere butti i certificati nel sequente archivio

Archivio cerkificati;

Personals Shoglia .. |

< Indietro I fvanki = I Annulla

We do the same with PKCS#12 (PFX):



Importazione guidata cerkificaki E[

File da importare
Specificare il file da impartare.

rome file:

.daminio. lan.pfi

ettings\Administrator Deskioppptp! Sk Gl R

Sfoglia. .. |

Moka: & possibile memarizzare pit certificati in un singola file nei seguenti Farmati;
Scambio di informazioni personali - PECS #12 (*.PFx, P12}
Standard di sintassi dei messagai crittografati - Cerkificati PECS #7 (P7E)

Archivio certificati serializzati Microsoft (*.55T)

< Indietro I fvanki = I Annulla |

Importazione guidata certificati ﬂ

Password

Per motivi di sicurezza, la chiave privata & stata protetta da password.

Digitare |la password della chiave privata,

Passwiord;

™ abilita protezione avanzata chiawve privata, Athivando questa opzione si verra
awvwisati ogni volta che siutilizzera |a chiave privata dauntapplicazione,

™ Contrassegna guesta chiave come esportabile. Questa opzione consente di
eseqguire il backup o di trasportare le chiavi in un secondo momento.

< Indietro I Avanki = I Annulla




Importazione guidata cerkificaki




Now we have to create a new network connection:

Creazione guidata nuova connessione

Tipo di connessione di rete
Sceqgliere 'operazione da effettuare.

{" Connessione a Internet

Conhzente di connettere | computer a Internet e di esplorare il'w'eb & leggere la posta
elettronica.

{* ‘Connessione alla rete aziendale

Consente di connettere il computer a una rete aziendale, mediante connessione remata
o WPM e di lavorare da casa, da una filiale o da un'altra ubicazione.

" Installazione di una rete domestica o di una piccola rete aziendale
Conzente di connettere il camputer a una rete domestica o a una piccaola rete aziendale
esistente o di installarne una nuova,

{" Installazione di una connessione avanzata

Congzente di connettere il computer direttamente a un altro computer mediante la porta
zeniale, parallela o a infrarossi o di impostarlo per conzentire la connessione di altri
computer,

< Indigtro I Avwanti > I Annulla

Creazione guidata nuova connessione

Connessione di rete ;
Scegliers la modalitd di connessiong alla rete aziendale. L

Crea la seguente connessione:

" Connessione remota

Conzente di connettere il computer alla rete mediante un modem e una nomale
linea telefonica oppure mediante una linea ISOM.

Caonzente di connettere |l camputer alla rete mediante una connessione YPH Witual
Private Metwark] su Internet.

< Indietro I Avanti » I Annulla




Creazione guidata nuova connessione
Home connessione i 7} )
Specificare un nome per la connessione alla rete aziendale. L

Immettere un nome per la connezzione nela zeguente cazella,

Home societd

Fete di casa mid

Ad ezempio, & pozsibile immettere il nome della rete aziendale o del server a cui si
effettuera la connessione.

< [ndietro I Awanti > I Annulla I

In the next image we have to set the endpoint of the tunnel ( the external ip address of
Zeroshell). If we have not static Ip address on Zeroshell external interface we can choose

to use the free service of DynDns.org.

Creazione guidata nuova connessione
Selezione server YPN i 7} )
Indicare il nome o lindiizzo del server WFN. L

Digitare il nome hosgt o lindinzzo [P del protocollo internet del computer a cuwi 2 gta
effettuando |a connessione.

Maome hiozt o indinzzo 1P (ad exempio microsoft.com o 157 5401

B262.621

< [ndietro I Awanti > I Annulla

End
Now we fill up the following fields being carefull that they are case sensitive:



Connessione a Rete di casa mia i

Home utente: Icristian.l:l:nll:uml:uini@d-:umini-:n.Ian

Fl'agsﬂ,:,},i: Iiiilll

v Salva nome utente & pazsword per gl utenti seguenti:

' Solo utents corente
L .'i_]_uaj_siasi Ltente

Lonnetti I

Arnula

Puopicts | 2

The username must be followed by the domain name at which it belongs to. ( domain
name configured in Zeroshell). Connect:

Generale | Dettaglil
 Connessione
Stato: Connesso.
Diurata: 00.00.24
 Auttivita
Inwiat] == J—| — Ricevuti
L
Byte: 2370 444
Compreszione: 0% 0%
Erriari; a0 a0
{PBropista || Disconnetti |

Generale Dettagl |

Proprieté | W alore |
ome perifel WM Miniport [LZTP)

Tipo di periferica ]
Tipo server FFF
Trasporti TCPAP
Autenticaziohe MS CHAP W2
Crittografia IPSEC |FSec, ESP 3DES
Compressione [hezsuna)
Frame collegamenta m...  Dizattivato
Indirizzo IF del server 192168.141.142
Indirizzo IF client 1010101

Chivdi |

Chiudi |

We can see the ip address assigned to our host connection by Zeroshell: 10.10.10.1. OK!!

Now we can check on the firewall in VPN click Show Clients and we can see :




22:14:25 Starting: O connections L2TP/IPsec dropped

22:44: 36 Starting: O connections L2TP/ | Psec dropped

22:54: 07 Starting: O connections L2TP/ | Psec dropped

22:54:32 User "cristian@om nio.lan" successfully authenticated (IP:
10. 10. 10. 1)

23:17:56 User "cristian. col onbi ni @omi ni o.lan" successfully authenticated (IP:
10. 10. 10. 1)

Look at the Radius server logs:

22:44:36 Ready to process requests.

22:54: 07 Ready to process requests.

23:17:56 Login OK: [cristian.col onbini @oninio.lan] (fromclient |ocal host port
10)



Communication policies

Now we can set what protocol ports must be open ( or closed ) in this VPN.

In the following image we can see that:

External host (10.10.10.1) can only browse an internal webserver (192.168.0.100) using
80 and 443 tcp ports ( http and https).

Nothing else will pass throug the VPN ( see last 2 DROP lines):

£) 25:192.168.0.75 - Microsoft Internet Explorer o [ |
File  Modfica: Misualizza  Preferiti  Strumenti 2. |
Qroovo - £ - KU B Peess popeon |- Jen [ HSY B
Inirizzolﬂ https:jf192,168.0,75) j ® Wai |Collegamenti i
Release 1.0 betas CPU [ 1) Pentium III (Coppermine) 996MHz Eefresh &
zsaam About Uptime 0 days, 0:1
= NetS = Load Avgl.00 0,26 0,08
—; Kernel 2.6.19.3
= Bl 2BIVIERS Logout Reboot Shutdown P A =
SYSTEM
% 7o [ chain: Forwaro | policy [ACCEPT =] | chain [FORWARD | | New | Remove | View|| Showlag | ‘
o it =
.!Eg_umtles :::avel Cance| Enabled W
® Groups FORWARD Rules &dd] Change | Delete.
® LDAR J NIS Seq Input Qutput Description Log Active
& RADIUS = Ll L it AL CLEL
® Cantive Portal ol iz *  CACCEPT tcp opt —-in ™ out * 10.10.10.1 -» 192,168.0.100 tcp dpt: 443 yes W
e oz | * *  ACCEPT tep opt —-in * out * 10.10,10.1 -» 192,168.0,100 tcp dpt:80 yes
osts
* Router 0|3 % *  DROP all opt --in * out * 10.10.10.0/24 == 192.168.0.0/24 yes W
® DNS
® OHCE ol - " i DROP all opt - in * out * 192,168.0.0/24 -> 10.10.10.0/24 yes W
® VPN
® oS
SECURITY
® Kerberos 5
® Firewall
® %500 CA
® ‘Meh Proxy
® \Wi-Fj AP
® IMAP Server
® SMTR Server
Mar OF 23:24,25 SUCCESS: Chain FORWARD successfully saved, j
Mar OF 23:25,01 SUCCESS: Chain FORWARD successfully saved,
| Operazione completata [ [ | = mntermet i

These policies are read from high to low ... in the last lines everything else ( that is not
matched in the first two lines) is DROPPED between 10.10.10.0/24 - 192.168.0.0/24 and
between 192.168.0.0/24 - 10.10.10.0/24.



