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Securing the connection between a host and a network: 
 
This short guide will lead us to create a tunnel VPN (secure and protected connection) 
between a host and a network. This VPN will give us security in communication during the 
data exchange. We could also write down security policies between the host and the 
network using the firewall in the between. 
Here the steps to be followed 
 
Logical scheme of the solution 
Preparing the firewall 
Preparing certificates 
Creating users and hosts 
Exporting the certificates for the remote host 
Creating VPN Tunnel 
Microsoft client configuration 
Communication policies 
 
 
 
 
 



Logical scheme of the solution: 
 
Before starting we have to understand what we are doing:  
We have to connect in a secure way a host to a network through internet.  
 
I have realized this configuration in my room, at home, where I have not real public ip 
addresses; only for this reason I had to use addresses of the same subnet mask on the 
host and on the external interface of Zeroshell. 
In a real situation these addresses will not belong to the same subnet. Most of the times 
the client will be connected to internet using a dialup connection with dynamic ip address. 
 
We must disable NAT on the router connected to Zeroshell external uinterface. 
 
Ip addresses: 
 
SiteA: 
 
Private Lan: 192.168.0.0/24 
Public Ip on Zeroshell External interface: 62.62.62.1 
 
Host: 
 
Dynamic ip address ( in my test is 62.62.62.2 ) 
 
 
In the following image the red line is the VPN Tunnel. 
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Preparing the firewall 
 
Using th document “How to secure my private network” at www.zeroshell.net, you will find 
an easy way to prepare the firewall: 
 
1 – setup of Zeroshell 
2 – Set ip address on internal interface: 
 
SiteA: 
 

 
 
3 – Create a configuration DB: 
 
SiteA: 
 

 
 
 
 
4 – Enabling the database configuration 



5 – Set ip address on external interface: 
 
SiteA: 
 

 
 
 
 
6 – In Router menu, choose NAT and set Network Address Translation as follow: 
  

 
 
 



Preparing certificate: 
 
Create the Firewall certificate: 
 
In menu “X509 CA”, click “SETUP”: 
 

 
 
Fill up the fields and GENARATE the certificate. 
 
 
 
  



Creating users and hosts: 
 
Now we create users and host that will be allowed to connect using VPN. In USERS click  
ADD: 
 

  
 
Fill up the fields setting up a strong password ( es: %RF45£”Se ) ..this also is security. 
Be sure to flag Host-to-Lan VPN (L2TP/Ipsec); this will let user to estabilish a secure 
connection. 
 
Now choose HOSTS e click ADD: 
 



 
 
 



Exporting the certificates for the remote host 
 
While creating the host CisMobile.dominio.lan the firewall create a certifcate file for this 
host. Using EXPORT button we have to save in PEM and in PKCS#12 (PFX): 
 

 

 
 



Creating VPN Tunnel 
 
Click on VPN in the left frame and check that L2TP over IPsec with X.509 IKE and 
MSCHAPv2 client authentication is ENALED: 
 

 
 
Now we have to set a new network addressing that will be used in the tunnel. It is 
important to use here a network addressing never used before in our networks. O f course 
we have to use private network addressing. I have set that the remote clients connecting in 
Vpn will be assigned addresses from 10.10.10.1 to 10.10.10.250. 
 
 
 



Microsoft client configuration: 
 
Now we are ready to configure the VPN host. I have a Ms Windows Xp Prof…  
Import the caertifcate: 
 
Open Ms Management Console in Run : 
 

 
 
 
In the console open menu FILE � ADD Snap-in 
choose ADD� Certificates 
 

 
 



 
 

 
 
ok. 
 
Richt click on PERSONAL – CERTIFICATES choose IMPORT: 
 



 
 

 



 
 

 
 
 
We do the same with PKCS#12 (PFX): 
 



 

 



 
 



Now we have to create a new network connection: 
 

 
 

 
 



  
 
In the next image we have to set the endpoint of the tunnel ( the external ip address of 
Zeroshell). If we have not static Ip address on Zeroshell external interface we can choose 
to use the free service of DynDns.org. 
 

  
 
End 
Now we fill up the following fields being carefull that they are case sensitive: 
 



 
 
The username must be followed by the domain name at which it belongs to. ( domain 
name configured in Zeroshell). Connect: 
 

  
 
We can see the ip address assigned to our host connection by Zeroshell: 10.10.10.1. OK!! 
Now we can check on the firewall in VPN click Show Clients and we can see : 
 
 
 
 



 
22:14:25
  Starting: 0 connections L2TP/IPsec dropped 

22:44:36
  Starting: 0 connections L2TP/IPsec dropped 

22:54:07
  Starting: 0 connections L2TP/IPsec dropped 

22:54:32
  

User "cristian@dominio.lan" successfully authenticated (IP: 
10.10.10.1) 

23:17:56
  

User "cristian.colombini@dominio.lan" successfully authenticated (IP: 
10.10.10.1) 

 
Look at the Radius server logs: 
 
22:44:36
  Ready to process requests.  

22:54:07
  Ready to process requests.  

23:17:56
  

Login OK: [cristian.colombini@dominio.lan] (from client localhost port 
10)  



Communication policies 
 
Now we can set what protocol ports must be open ( or closed ) in this VPN. 
In the following image we can see that: 
External host (10.10.10.1) can only browse an internal webserver (192.168.0.100) using 
80 and 443 tcp ports ( http and https). 
 
Nothing else will pass throug the VPN ( see last 2 DROP lines): 
 

 
 
These policies are read from high to low … in the last lines everything else ( that is not 
matched in the first two lines) is DROPPED between 10.10.10.0/24 � 192.168.0.0/24 and 
between 192.168.0.0/24 �  10.10.10.0/24. 
 
 


