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MOBILE VPN between OpenVPN and Zeroshell 
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You can now see that assigned ip address network to external clients that will connect through our VPN 
is 192.168.250.0/24 ( 253 hosts available). Please notice that OpenVPN parameters is Authentication = 
OnlyPassword ( it must be so). 
Click now left menu on User: here we can create mobile vpn users; please set strong password: 
 

 
 
 
We can now configure the client pc. 
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Download from official website the OPENVPN Software: http://openvpn.se/download.html . 
Installi t on your ms windows pc. 
From Zeroshell official website download the preconfigured OpenVPN file: 
http://www.zeroshell.net/download/zeroshell.ovpn. Save it in configuration folder of OpenVPN: 
 

 
 
From our Zeroshell firewall download the CA certificate CA.pem: 
 

 
And export it: 
 



 
 
Copy also this file in the configuration folder of OpenVpn: 
 

 
 



 
 
Using ms wordpad you can now edit and modify the zeroshell.ovpn file. Set the public ip address of 
your external interface firewall or dns name ( if you use DynDNS.org): 
 

 
 
( In my example I have the laboratory test ip: 192.168.0.75 on my external interface). Save it. 
 

Open now your vpn connection from your client, right click the OpenVPN icon  near your 
windows clock and choose CONNECT. Type the user and its password: 
 



 
 
Pay attention typing also the domain following the @ symbol: 
 

 
 
We are now going to see that the connection is estabilished and that the default route ( route add 0.0.0.0 
MASK: 0.0.0.0 ) has its own gateway: the virtual interface on uor Zeroshell firewall (192.168.250.254 
VPN99):  
 



 
 
Check that the virtual interface VPN99 on the firewall is active: 
 

 
 
Check the logs of mobile VPN: 
 



 


