MOBILE VPN between OpenVPN and Zeroshell

ZE<OSHELL
= Net Services

The multifunctional OS created by

Fulvio.Ricciardi@zeroshell.net

Mobile VPN in 2 minutes

( Author: cristiancolombini@libero.it )




This short guide will lead us to create mobile user vpn between our Zeroshell firewall and OpenVPN clients.

Usually we have to connect to our office through internet, to access our internal services as if we were
working at our desk. The office network is protected by a Zeroshell firewall; its external interface must be
reachable from internet everytime we need. So we need to have a public static ip address on external

interface of Zeroshell or at least ( if we have not a public static ip address) we need a service for Dynamic
DNS ( such as dyndns.org).

These are the steps to be followed:
1 — Activate Host to lan VPN ( OpenVPN) on Zeroshell and create user

2 — Obtain OpenVPN software for Ms Windows Xp from OpenVPN official website; download Zeroshell
preconfigured opvn file; save ca.pem from our firewall; configure our ms client



1 - Activate Host to lan VPN ( OpenVPN) on Zeroshell and create user

Once we have done the first configuration of our firewall, we have to activate the Host to Lan VPN choosing
VPN left menu:

| SYSTEM
® Setup
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Click ENABLE and SAVE:

VORI ootto-LAN (OpenP) | Hostlo-LAN (L2TP/IPSe) | LNlan

OpenVPN Host-to-LAN VPN with X.509, Kerberos 5 and Radius Authentication Conmected: 1
|Status: ACTIVE | ¥ Enabled Save” Show Clients | OpenWPN Log ”
+| - | Defaut
Port |1194 ToP = Authentication [Orly Password =l Domain Name Type -
| Command Line Parameters [Show] i LORDCH.NET Local K5
[ X.509 Configuration View | ' Cancel |

¥.509 Host Certificate
[Lacal CA =] [OU=Hosts, C=fwlorechnet =]

| Status: OK Authentication | Imporied | Trusted CAs |
[
d
IPRange  [192168250.1 [192.168.250 283 Netmask |255.285.255.0 Default RADIUS Request | PAP &
Gateway lm F Source NAT oS W I Autematically sutherize any Froxied RADIUS Domain

| I autems tically autherize any Trusted Kerberos 5 Realm




You can now see that assigned ip address network to external clients that will connect through our VPN
1s 192.168.250.0/24 ( 253 hosts available). Please notice that OpenVPN parameters is Authentication =
OnlyPassword ( it must be so).

Click now left menu on User: here we can create mobile vpn users; please set strong password:

cristian colombini - lordch net (cristian) Submit | Reset |
|Username [cristian uro 1 ‘ Primary Group [nobocy =] e [65534

|Hon1e Directory Ifhomefcristian |Defau|t Shell ¢ bash @ sh O tcsh € other Iilb\ﬂfSh
|F\rstname [eristian ‘Lastname [calombini | Organization [lardch net

|Descr|pt|0n Icmstian caolombini - lordch net ‘ E-Mail Icristiancolombiﬂi@l\bero it | Phone |?

IDEEEWWd | Kerberos 5 Authentication |F
-t0-| v

Confirm | Host-to-Lan VPN (L2TP/IPsec) I?
| 802.1X Access | VLANI )] IF

We can now configure the client pc.



2 — Obtain OpenVPN software for Ms Windows Xp from OpenVPN official website; download Zeroshell
preconfigured opvn file; save ca.pem from our firewall; configure our ms client

Download from official website the OPENVPN Software: http://openvpn.se/download.html .
Installi t on your ms windows pc.

From Zeroshell official website download the preconfigured OpenVPN file:
http://www.zeroshell.net/download/zeroshell.ovpn. Save it in configuration folder of OpenVPN:

Add a mew TAP-WIN32 virbual ethernat adapker
T Delete ALL TAP-Win32 virtual ethernet adapters
g:\i zenerate astatic OpenyPH key

(] pen o

P*M configuration File directory

M OpsnvEN GUT |

|F'erv:n:|rsc|: CProgrammitCpenyPr |

OpenyPM GUIL Readie
OpenyPM log file difeckory

CpenvPM Manual Page

OpenYPN Sampls Configuration Files
£ | OpeniPN Web Site —
E] DpentPh WinsZ2 README
3™ Uninstall OpenyPi

il il v

From our Zeroshell firewall download the CA certificate CA.pem:

ZE?Dﬂ'IELL X.509 certificates

CA Users Hosts CEL

= Net Services

sername I

Password I

Login Password

And export it:



,‘_'kal]'] ¥iew - Internet Explorer 7 personalizzata MSN! - |E||1|

& | https:ff152,168.0,75/cgi-binfkerbynet ? Section=MNoALEhREQ&Acion=:S03viewd lser="bs2=509ype=CA ﬂ| @ Errore certificato |
X.509 Certificate View |
. Expuil |[PEN "I
CA: Status: OK

Certificate:
DRTA:
Version: 3 (0x2)
Serial Humber:
fd:e4:42:23:0a:24:36:216
Signature Algorithm: shalWithRSAEncrypticon —
Izzuar: C=IT, (O=Zerosghell _net, OU=Example, CWN=FeroShell Example CL/emaillddress=Fulvic.Riccizrd:
Validity
Jul Belure: Mar 16 18:54:37 2006 @MT
Not After : Mar 13 18:34:37 2016 GMT
Subjzct: C=11, O=Zercshell.net, OU=Example, CH=ZercSkell Example CA/emaillddress=Fulvic.Ricciar:
Subjzct Public Kev Info:
Public Hey Algorithm: rsaEncryption
352 Publin Key: (1024 hit)
Modulus (1024 kit):
00:87:00:ce;b0:7E£:50d:00:250: Tridd LG Do 22247
QB:eT:f2:86:6b:503d: 44 :ber 6613541971321l
fBb:ad:ld:ldrle:ldib3drEghrllcdaigiidliterleh:
Geidd:ef:ffic3e0:12:03:61:08:5d:32:89:5€: Ba:
ef:22:cB:£5:38:e8:e2:8b:26:08:61:55:4b:3b:54:
43:9d:9b:67:fb:0e:38:83:8a:94:f6:a6:27:04: 2
51:29:71:76:95:8b:03:0d:£2:03:98:89:0e2£C: 2
BEB:cd:50:12:03:67:£3:56:£c:55:73:04:12: 05207
TT7:50:97:e8:d43:25:3d:0b2 15
EXponenc: 65537 (0x10001)

X509v3 extensions: -
a I »

Fine I_ I_ I_l_l_ I_ &P treermet A v

Copy also this file in the configuration folder of OpenVpn:

%] Add aniew TAP-Win32 virtual ethernet adapter
Delete ALL TAP-WIN32 virtual ethernat adapters
§ Generate a static Cpen'PM key

rvPM canfiguration fils dir
OpenyPH GUIT
OpenyPM GUT Readrte

||-'erv:n:|rsc|: _Frogrammiyopeny-e

Cpeen P log file directory
OpanyPH Manual Pags

OpenvPM Web Sike
OpenyPH Win32 README

&

L

3

@

| CpenyPM Sample Configuration Files
£

El

ﬁ'& Uninstall CpanhPr




= C:'Programmi',0pen¥PN'. config - ||:||£|

File  Modifica  Wiswalizza  Preferiti Strumenki 7 | -:f
O Indietra ~ &3 - l.ﬁ: 7 ] Cerca i Cartelle | | ,_J‘}_‘ ki x n | v

Indirizzo IE} Z:\Pragrammil OpenyPMyconfig j Wai
home = I Dimensianel Tipo I Daka ultima modifica |

E README, =k 1KE Documento dibesko 040ziz2003 22,24

zeroshell.ovpn JKB CperdPM Config File  04/02)2008 22,28

Ch.pem 2KE File PEM 04/02}2005 22.24

Using ms wordpad you can now edit and modify the zeroshell.ovpn file. Set the public ip address of
your external interface firewall or dns name ( if you use DynDNS.org):

Bl zeroshell.ovpn - WordPad o = IEIIéI

File Modfica Wisualizza Inserisci Formato 7

DlS|a| Sl sl 2 [mlw]| ®|

# Specifica 1'Hostname o 1'indirizzo IP, il nuwmero di porta e il
# protocollo con cul raggiungere il server OpenVFN
# L'Hostnamwe puo' essere anche dinamico (es. DynDH3) .

oM

remote  phei
proto top

# Lascia la seguente voce se vuoi che ti sia richiesto Username e Password.
# Commentals se vuol utilizzare l'autenticazione con certificati X.509.

o

auth-user-pass

Indipendentemente dal tipo di sutenticazione, devi sempre specificare un
file in formato PEM che contengas il certificato della Certification
Authority che ha firmato il certificato del server CpenVPN.

Puoi ottenere tale certificato cliccando sul link CL nella pagina

di login di ZeroS3hell.

H: O GH: H: CH: H
M GH: H: CH: H

ca CL.pem

# Se vuoi utilizzare 1'autenticazione X.509, devi specificare i file
# contenenti il certificato e la relativa chisve privata in formato PEM.
# Puoi unire certificato e chiave privata nello stesso file.

oM M

soert client.pem
;key client.pem

|

-
Per oktenere |a Guida, premere F1 ’_ L

( In my example I have the laboratory test ip: 192.168.0.75 on my external interface). Save it.

Open now your vpn connection from your client, right click the OpenVPN icon ’ ! near your
windows clock and choose CONNECT. Type the user and its password:



Hon Feb 02 23:07:27 2003 OpertPN 2.0.3 Win32-Minkw [S5L] [LZ0] built on Oct 1 2006

Pay attention typing also the domain following the @ symbol:

criztiani@lordch. net

We are now going to see that the connection is estabilished and that the default route ( route add 0.0.0.0
MASK: 0.0.0.0 ) has its own gateway: the virtual interface on uor Zeroshell firewall (192.168.250.254
VPN99):



;r OpenyPMN Connectlon (Zeroshell) - |I:I|£|

Curranl State: Connactad

Mon Feb 04 23:03:16 2008 Successiul &R P Flugh on interface [E5E41] {a20C8ARA-A394.4F5C -80CF-51 21:'
lon Feb 04 23:03:16 2003 "EST ROUTES: 040 zucceeded ken=0 ret=0 a=0 u/d=duwn

Mon Feb 04 23:02:16 2008 Route *Waiing for TUNATAP intelface lo cone up ..

Mon Feb 04 23:03:17 2008 "EST ROUTES: 040 succeeded ken=0ret=0 a=0 u/d=dwwn

Mon Feb 04 23:03:17 2003 Route Waiing for TUN/TAP inteface o cone up .

Ion Feb 04 23:03:19 2003 "EST ROUTES: 040 succeeded ken=0 ret=0 a=0 u/d=duwmn

Mon Feb 04 23:03:19 2003 Route Waring for TUNA/TAP interiface lo cone up .

Ion Feb 04 23:03:20 2003 "EST ROUTES: 040 zucceeded ken=0 ret=0 a=0 u/d=duwn

lon Feb 04 23:03:20 2003 Route waring for TUN/TAP interiface lo cone up .

lon Feb 04 23:03:21 2003 "EST ROUTES: 040 zucceeded ken=0 ret=0 a=0 u/d=duwn

Mon Feb 04 23:02:21 2008 Route "W aiing for TUNATAP intelface lo cone up ..
Mon Feb 04 23:03:22 2008 "EST ROUTES: 1/ succeeded ken=0ret=1 a=0 u/d=u

[ B T R T o M e i T T T O P o T o T Y o of O S O Hd o0 T FEEE T
|-'|ur|r|::|_| Ug S0 ss AU UPERYrN nidu el LIIIII.I.I::I_IIILI LII.IILIL,II.I:,-' IJ.-: | T L P e bl B i

Man Feb 04 23:03:22 2008 route DELETE 0.2.0.0MASE 0.0.2.0 192.168.0. 75
Ion Feb 04 23:03:22 2003 Route deleton wia IPAP! succeeded

Maon Feb 04 23:03:22 2008 route ADD 0.0.0.0 MASE 0.0.0.0 192.168.250. 254
lon Feb 04 23:03:22 2003 Route additon wia IPAP! succeeded

Mon Feb 04 23:03:22 2008 Initialization Sequence Completed

—
| | _|"’
Dizconnect Rezonnect | Hide |

Check that the virtual interface VPN99 on the firewall is active:

ESTIM rutoupdote | etwork | Storage | Time | hups | SSH | Stortp Loos |

-

Show [ALL ~]  GATEWAY |  MakeVPN | MakeBRIDGE | Make BOND |  Make PPPoE |
' ETHOD 100Mb/s Full Duplex UP‘
3Com Corporation 3c905C-TH/TH-M [Tornado] (rev 78) g
© 192,168.0.75 255.253.233.0 v
' ETHO1 Unknown link status UD‘
Compag Computer Corporation Netelligent 10/100 TX PCI UTP (rev 10) W
. 192.168.1.13 255.255.255.0 ¥
" VPN99 Listening for Road Warrior connections UD‘
Host-to-LAN OpenVPN Interface W
. 192.168.250.254 255.255.255.0 v

Check the logs of mobile VPN:



TR o= oA (Openi) —lostto LaN (12TP/IPSer) iavtouan | ]

OpenVPN Host-to-LAN VPN with X.509, Kerberos 5 and Radius Authentication Connected: 1

|5tatus: ACTIVE | ¥ Enabled  Save || ShowCiems | OpenvPNLog |

/= Log ¥iewer - Internet Explorer 7 personalizzato MSN o =1

# | https:}j132. 168,0.75)cgi-bin/kerbynet?Section=L OGRS Tk=b 156 ee1 7acSdcc 36 443h 951 e6AAdS1 6e22ffedkAction=ManagetFrocess=YPNI9_+ ¥ | b Errare certificata
Port |1194 TCP x . !
LOG VIEWER Host Section Filter Configure
Command Line Parameters [Sh
|2008 =|[Feb xlf04 =] [fwiloca) x| [vPNSS_HZL x| | <|>| Refresh | Close |
X.500 Configuration 22:55:00 TCPv4_SERVER link local: [undef] ;I

I:(L.nscnalgci[ii ﬁi)eurfgf;;iNdw rrra— 22:55:00 192.168.0.13:2911 [cr?st?an@LORDCH.NET] Trying Kerberos 5 (Lgcal KDC) authentication
22:55:00 192.168.0.13:2911 [cristian@LORDCH.NET] Successfully authenticated
Status: OK 22:55:00 192.168.0.13:2911 [cristian@lordch.net] Peer Connection Initiated with 192.168.0.13:2911
22:55:00 192.168.0.13:2911 [cristian@lordch.net] Virtual IP automatically assigned: 192.168.250.1
22:58:16 cristian@lordch.net/102.168.0.13:2911 Connection reset, restarting [-1]

T 22:58:16 192.168.0.13:2911 [cristian@lordch.net] Client disconnected
 Client 1P Address Assignment I [ Re-using SSL/TLS context

IP Range |192 168.250.1 | 22:58:45 LZO compression initialized

22:58:45 TCP connection established with 192.168.0.13:2951
Gateway  [152168250254 22:58:45 TCPv4_SERVER link local: [undef]

22:58:45 TCPv4_SERVER link remote: 192.168.0.13:2951

| 22:55:00 TCPvd4_SERVER link remote: 192.168.0.13:2911

22:58:45 1092.168.0.13:2951 [cristian@LORDCH.NET] Trying Kerberos 5 (Local KDC) authentication
22:58:45 192.168.0.13:2951 [cristian@LORDCH.NET] Successfully authenticated

22:58:45 192.168.0.13:2951 [cristian@lordch.net] Peer Connection Initiated with 192.168.0.13:2951
22:58:45 1092.168.0.13:2951 [cristian@lordch.net] Virtual IP automatically assigned: 192.168.250.1
22:59:26 cristian@lordch.net/192.168.0.13:2951 Connection reset, restarting [-1]

22:59:26 192.168.0.13:2951 [cristian@lordch.net] Client disconnected

23:00:30 Re-using 55L/TLS context

23:00:30 LZO compression initialized

23:00:30 TCP conneaction astablished with 192.168.0.13:2984

23:00:30 TCPv4_SERVER link local: [undef]

23:00:30 TCPv4_SERVER link remote: 192.168.0.13:2984

23:00:30 192.168.0.13:2984 [cristian@LORDCH.NET] Trying Kerberos 5 (Local KDC) authentication
23:00:30 192.158.0.13:2984 [cristian@LORDCH.NET] Successfully authenticated

23:00:30 192.168.0.13:2984 [cristian@lordch.net] Peer Connection Initiated with 192.168.0.13:2984
23:00:30 192.168.0.13:2984 [cristian@lordch.net] Virtual IP automatically assigned: 192.168.250.1

-
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