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Abstract: The classical approach used to solve the underwater 
port protection  problem is the acoustic based technique (sonar 
sensors). It has been shown that integrating a sonar system with an 
auxiliary array of magnetic sensors can improve the overall 
effectiveness of the intruder detection system. One of the major 
problems that arise from the use of magnetic systems is the 
interpretation of the magnetic signals coming from the sensors. In 
this paper a machine learning approach is explored for the detection 
of divers or, in general, of underwater magnetic sources that should 
ultimately support an automatic detection system. Currently this 
task requires a human online monitoring or an offline signal 
processing procedure. The proposed research, by windowing the 
sensed signals, uses Linear Support Vector Machines for 
classification, as tool for the detection problem. Preliminary 
empirical results show the viability of the method. 
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1. Introduction 
For many years security has not been perceived by people as 
a necessity. Today, after some dramatic events, such as 
September 11 2001, security issue has become a serious 
concern not only for governments. As an immediate 
response to the biggest terrorist attack in modern history, the 
port security work has been concentrated on the shore side of 
business: inspections of containers with multiple sensors, 
gate crossing identifications, increased camera surveillance 
and security patrols, etc. In this scenario another problem, 
which previously was not being addressed, has become an 
issue of  interest: the security of the areas from which a 
terrorist would be likely to launch an attack, the underwater. 
By this way, during the last five years, the research 
concerning underwater port protection has made some 
substantial achievements [1]-[7]. First of all the target of 
underwater intruder detection systems has been extended 
from a military one, such as an enemy nation navy 
submarine, to a terrorist one, such as a diver intruder. This 
produced a secondary effect concerning the up to date of the 
technology used to detect underwater sources: traditional 
sonar systems resulted to be insufficient to solve this task, 
bringing back importance to magnetic based systems [8]-
[12]. The analysis and comparison of the performances of 

the two different approaches point out their peculiarities: 
acoustic arrays guarantee optimum volumetric control but 
lack in peripheral surveillance; vice versa magnetic 
subsystems achieve high peripheral security performances 
but partially fail in volumetric control. These considerations 
suggest the integration of both detection approaches into a 
dual system [7]. 
This integration guarantees a good effectiveness to the 
complete system: overlapping of the acoustic and magnetic 
subsystems supplies shadow areas avoidance and 
consequently prevents possible intrusions. Moreover in the 
zone of maximum uncertainty of each method the lack in 
performance of one approach is counterbalanced by the co-
occurring presence of the other cooperating subsystem. 
While acoustic systems today are a commercial reality, 
magnetic underwater surveillance is still an open research 
field. 
These premises lead to the demand of proper tools able to 
analyze the magnetic subsystem output. Beside classical 
analysis techniques [1]-[4] the purpose of this paper is 
introducing a machine learning tool, Support Vector 
Machine for classification, as a possible approach to 
automate the detection of diver intrusion patterns on the 
supplied data [13]. In particular, machine learning 
techniques have been already successfully used when coping 
with sonar signals [14]; here the purpose is showing that an 
analogous approach can be also carried when dealing with 
magnetic signals. Section 2 introduces the magnetic 
subsystem architecture while Section 3 exposes SVM 
theory, data extraction and experimental results. 
 

2. The “MACmag” Magnetic Subsystem 
Nowadays magnetic sensors have extremely high 
sensitivities and are able, in theory, to detect signals 
generated by human divers. This capability is strongly 
compromised in practice by the spectral content of the 
Earth’s magnetic field in high noise environments, such as 
port areas, characterized by an extremely wide band and 
high amplitude components, which often hide the target 
signal. Given M spectral components of the magnetic field, 
if we call iE  the energy associated with the i-th component, 
the information content Q is given by [15], [16]: 
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Whereas the information capacity iC , that is the capacity 
associate to the i-th elementary spectral component with its 
physical generator, is given by the ratio between the energy 

iE  and the total energy in which it is contained:  
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The range of value of iC  is between 1 (monochromatic 
signal) and 0 (white noise or insufficient target signal 
amplitude):  
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Considering the geomagnetic field composed by several 
magnetic signals produced by numerous sources of different 
type such as natural and artificial, internal and external to the 
Earth the effectiveness of port protection magnetic 
techniques identifies the magnetic security system capability 
to extract the target magnetic signal from all the 
superimposed signals which form the Earth magnetic field. 
Therefore the system capability depends on the very low 
Signal Noise ratio (S/N). This typical metrological problem 
may be critical to the effectiveness of the magnetic 
technique in the case of very low signal (i.e. swimmers or 
divers) in particular in high noise environmental conditions 
such as in a port scenario. The classic geophysical approach 
is studying and classifying the natural components of the 
geomagnetic field and therefore removing them trying to 
extract the target signal (in the magnetic environmental noise 
frequency band) using various numerical techniques. The 
magnetic technique upon which is based this  paper is the so 
called High Definition Underwater Geomagnetism (HDUG), 
which consists in measuring the geomagnetic field far from 
the security barrier (reference sensor) and using the obtained 
magnetic graph for filtering the magnetic graphs coming 
from the magnetometers’ array (sentinel sensors). If a target 
signal is present in one (or more) guard device’s graph, the 
filtering process will extract the target signal otherwise the 
filtering process will get no information. A critical parameter 
of this technique is the position of the reference 
magnetometer: it has to be deployed close to the 
magnetometers network in order to get a coherent 
measurement of the geomagnetic environmental field 
through all the array’s sensors (space coherence of the 
observatory) but at the same time far from guard magnetic 
sensors in order to not being interfered by the magnetic 
target signal. This critical distance depends on the difference 
in the “space stability” of the geomagnetic environmental 
field components and magnetic signal of target. In general, 
shorter the magnetic target signal and the geomagnetic time 
variations signal (and noise) are, higher the frequency of the 
magnetic signal is.  
 

 
Figure 1. Structure of the sub-elementary cell of the 

magnetic system 

 
Given two magnetometers, one as sentinel and the other as 
reference, to protect a critical area, in space coherence each 
other, one indicates with N the noise measured by both the 
magnetometers. By T is indicated the target signal acquired 
only by the sentinel magnetometer. As shown in [3], [4] it 
can be stated that the sentinel listen to N+T and the reference 
measures the environmental noise N (Fig. 1). This 
configuration can be obtained using two different 
architectures (Fig. 2 A, B) of the magnetic subsystem: the 
first is based on a sensor array and another external device 
used to obtain noise reference values (so that all the 
instruments in the array operate only as sentinel) and is 
called RIMAN-type network (Referred Integrated MAgnetic 
Network); the second employs the magnetic field acquired 
from the previous or next sensor in the array as noise 
reference (so that each instrument in the array operates both 
as sentinel and as reference) and is known as SIMAN-type 
network (Self-referred Integrated MAgnetic Network) [5], 
[7]. 
The RIMAN system consists of a magnetometers array 
system and an identical stand-alone magnetometer (referring 
node) deployed within the protected area. 
The zero-level condition is obtained through the comparison 
of the signal measured by each of the array’s magnetometers 
with the signal measured by the referring magnetometer. If 
the protected area is confined one can assume the total 
background noise constant and therefore the difference 
between each array’s sensor and the referring one is around 
zero. The zero-level condition can be altered only in 
presence of a target approaching one or two (in case of 
middle-crossing) sensors of the array. 
Signal processing of the RIMAN system is accurate and the 
risk of numeric alteration of the registered rough signal is 
very low. A standard data-logger system has to measure the 
signals coming from each of the array’s magnetometers and 
respectively compare to the reference signal. The 
comparison functions ΔF10, ΔF20, …., ΔFN0 are 
subsequently compared to the reference level 0 and then 
only the non-zero differential signal is taken. It means that 
the target is crossing a specific nodal magnetometer. For 
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example, if the target is forcing the barrier between nodes 3 
and 4, the only differential non-zero functions are ΔF30 and 
ΔF40 which will indicate the target’s position. A 
quantitative analysis of the differential signals can also show 
the target’s relative position to the two nodes. If the 
protected area is too wide to allow a stability condition of 
the total background noise, the RIMAN system can be 
divided in more subsystems, each of one using an 
intermediate reference node, which have to respect the 
stability condition among them. The intermediate reference 
nodes have finally to be related to a common single 
reference node. 
In the SIMAN system all the array’s magnetometers are used 
to obtain the zero-level condition. The control unit has to 
check in sequence the zero-level condition between each pair 
of magnetometers and signal any non-zero differential 
function. Signal processing in the SIMAN system gives very 
good accuracy, too. The only issue is related on the 
ambiguity in case the target crosses a pair of magnetometers 
at the same distance from both. Such ambiguity can be 
solved through the evaluation of the differential functions 
between the adjacent nodes. The drawback is that a SIMAN 
system requires a continuous second-order check at all the 
nodes. The advantage of using a SIMAN system is the 
possibility to cover an unlimited area. The stability condition 
is requested only for each pair of the array’s magnetometers. 
The system employed in the present work consists of two 
magnetometers in a SIMAN configuration. However, this 
configuration does not represent a full operational unit of the 
SIMAN network; a diver crossing halfway between the two 
sentinel magnetometers induces an analogous signal in both 
the devices and, consequently, this produces the target signal 
removal if target and reference signal are subtracted. 
Therefore, a full operational unit needs a third magnetometer 
which allows a comparison Δ(1,2), between the first pair of 
sensors, and Δ(1,3), between the second pair, such that the 
removal of the target can occur for at most one pair only (see 
Fig. 3) but not for the whole system.  
Nevertheless the experimental configuration employed, 
including the two magnetometers, is clearly suitable for 
experimental validation of the magnetic system, with the 
exclusion of target crossings halfway between the two 
sensors. The magnetic signal used in ours experiments has 
been grabbed in this way from the sentinel and reference 
sensors in noisy environmental conditions and considering a 
civil diver as target. The eventual effectiveness of this 
architecture in detecting divers lies in this reference-target 
technique as exposed in [6]. The exigency of an automated 
detection system leads to the following explorative machine 
learning based analysis. 
 

3. Support Vector Machines for Classification 

Support Vector Machines (SVM) constitutes a robust and 
well known classification algorithm [17]. The good 
classification performance of SVMs is due to the concept of 
margin maximization, whose roots are deeply connected 
with Statistical Learning Theory [17].  

 
 
 

 
Figure 2. A) Scheme of Referred Integrated Magnetometers 

Array Network . B) Scheme of Self-referred Integrated 
Magnetometers Array Networks 

 
 

 
Figure 3. Operative structure of the elementary cell of the 

MAC mag subsystem 

 
As usual in learning machines, SVM has a learning phase 
and a prediction phase. In the learning stage the machine 
sees the training patterns and learns a rule (a hyper-plane) 
able to separate data in two groups according to data 
labelling. Conversely in the forward (prediction) phase the 
machine is asked to predict labels of new and unseen 
patterns.  
From the formal point of view the following notation will be 
used:  
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Figure 5. Linear separating surface with evidenced slack 

variables, bias and normal vector w 

 
 

4. Experimental Results 
The test area of the experiment was the Duca degli Abruzzi 
basin sited in the NW corner of La Spezia Gulf, Italy (see 
Fig. 6). This port environment is characterized by high 
electromagnetic noise. The critical area to be protected is 
represented by the section delimitated by the green line and 
the cost line (Fig. 7). The only way to enter into this zone is 
an access channel (into the protection’s barrier) with a length 
of nearly130 [m] and a maximum water depth of about 11.50 
[m] . 
Fig. 7 and 8 show the critical zone to be protected (Fig. 7) 
and the extern zone (Fig. 8), separated by a black dashed 
line. Moreover Fig. 8 highlights the morphological features 
of the entrance way seafloor: the central sector is 
characterized by an approximately constant depth, the NE 
sector is characterized by an intense vertical positive 
gradient of depth, while the SW sector is characterized by a 
lower vertical positive gradient of depth. The vertical 
section’s thickness of the passage, protected by the magnetic 
system, is an instrumental feature: in fact, it depends on the 
depth at which the sensors have been displaced. The 
magnetic system was placed in the basin entrance and was 
composed by two different magnetometers, one used as 
sentinel and the other as reference. The data were grabbed 
using a desktop linked to the two sensors with two 
underwater cables. All the records were stored in text files. 
Starting from this conditions the first addressed step is the 
definition of a suitable dataset for SVM based classification.  
Processed data refer to the problem of detecting the presence 
of a diver (class +1) or its absence (class -1). 
Two quantities must be defined: the vector data x and its 
corresponding label y. The vector x can be created by 
windowing the signals coming from the magnetic 
subsystem: in particular given the original signal of length 
m, for each sample a window of width l is grabbed. 
This means that the total number of windows (superposition 
of windows is allowed) is m-l. Because the signals coming 
from the subsystem are two (reference ambient signal and 
target detection signal), for each produced window the final 
pattern is built up by the concatenation of the two windows 
derived from the two signals.  

 

 
 

Figure 6. The Gulf of La Spezia, Italy (Image from Google 
Earth) 

 

 
Figure 7. The Duca degli Abruzzi basin 

 
Figure 8. Bathymetric map of the observed area entrance 
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systems based on a single sensor class (i.e. acoustic or 
electromagnetic systems) often results to have low 
confidence. For example, high performance of acoustic 
systems in the volumetric control is strongly reduced to 
effectiveness nearly zero in proximity of docks and seafloor, 
in particular if sea bottom is morphologically irregular or if 
there is a wreck on the sea floor. All this objects behave like 
acoustic reflectors that become active also in calm sea 
condition. On the contrary, auto-referred magnetic systems, 
based on the geometric concept of spatial stability noise-
target, supply excellent performances in proximity of the sea 
bottom, also in case of irregular morphology, but its 
effectiveness decreases with the increase of the distance 
from the sentinel sensors. So, the acoustic subsystem is a 
typical volumetric observer, while the magnetic system is a 
typical peripheral observer. The integration between the two 
subsystems into a dual observation magnetic-acoustic 
system allows a high confidential covering barrier of the 
water section to be controlled, preserving the best features of 
the two single approaches. 
Focusing the attention on the magnetic component, the 
current preliminary research showed that a Support Vector 
Machine for classification can be a feasible model for 
classification of underwater magnetic signals. A first 
experimentation with a linear kernel gave encouraging 
results about the achievable accuracy levels reachable with 
this approach; to get an on-field implementation, global 
accuracy and false negative rate must be further improved, 
moreover other methods and a sensor-failure detection 
policy should be studied.  Future works will deal with the 
optimal windows size, a deep SVM-based model selection, 
i.e. using also kernel spaces,  and other supervised and 
unsupervised classifiers (i.e. Circular Back-Propagation  
CBP, unsupervised clustering, etc…). Moreover other pre-
processing techniques can be considered to make easier the 
classification task reducing the noise component of the 
grabbed signals. 
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