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Siemens S.p.A. - ICN EN NS20
	Service Information
	HiPath 2000


Num. progr.:
001


Release:
HW
(
SW (

In generale (
Sistema:
HiPath 2000
Tipo:
HiPath 2030/2020
Versione:
V1.0
Oggetto: rilascio della versione software V1.0, SMR-5 VK.1 (05.389)

	System:
	Siemens: HiPath 2020, HiPath 2030


	Sachnummer / Code number:
	P30152-P1194-P4-07

	Binder / Linker:
	HE620Y.05.389
	

	Dateitype / File type
	Dateiname / File name
	Größe /Size

	Zip File
	H2K-05.389-FW-OS-APPL.zip
	52.498.276 Bytes


	Components of Zip File
	Dateiname / File name
	Größe /Size

	Firmware
	HE620Y.50.FMW.005-269.img
	5.935.104 Bytes

	Firmware only for F270 IT
	HE620Y.50.FMW.005-325.img
	5.662.427 Bytes

	root file system
	P30152-P1194-P3-07
	

	
	OS-HE620Y-RFS-50.021-05.389.img
	9.875.456 Bytes

	Application Software
	P30152-P1194-P4-07
	


Security Policy (Microsoft related)

For products / applications based on Microsoft OS (e.g. Microsoft Windows 98, NT, XP,2000,2003 and so on:

Hot fixes:


n.a.
AntiVirus-SW:


n.a.
Hot fixes:


n.a.
AntiVirus-SW:


n.a.
Internet-Explorer:

Version 6.0 or higher

Java Runtime Environment:
Java Runtime Environment 1.4.2_06 (DLS-Client, other versions can be used at own risk)

Approved for the following operation systems:

	
	
	Version

	Microsoft
	Windows 2000 Server and Professional
	SP4

	Microsoft
	Windows 2003 Server Standard and Enterprise Edition 
	all

	Microsoft
	Windows XP
	SP1 and SP2


Hardware revisions supported :

	System
	Description
	Product Revision

	HiPath 2000
	2020
	S30810-Q2321-X110-*

	HiPath 2000
	2030
	S30810-Q2321-X210-*

	Comfort Open
	DTAG
	S30810-Q2321-X230-*

	T-Octopus F270 IT
	DTAG
	S30810-Q2321-X240-*


Software revisions supported :

General:

	Product Revision
	Sachnummer
	Version

	Microsoft Internet Explorer
	n.a.
	Version 6.0

	Java Runtime Enviroment
	n.a.
	1.4.2_06

	USB Treiber
	n.a.
	5.1.2600.0

	HiPath License Management
	P30152-V1154-M110-31
	Build 31

	Deployment Service
	P30152-P1164-A100-5
	V 1.0.173.06

	Audio Converter
	n.a.
	Version 1.1.1.4

	HiPath Entry Voicemail (EVM)
	P30152-P1159-P1-8
	V 7.36

	CAP 3.0
	P30152-P1155-A1
	I887

	Tapi 120
	P30370-P270-A-13
	2.0.50.0000


Siemens AG, HiPath 2000:

	Product Revision
	Sachnummer
	Version

	Siemens HiPath 3000 Manager E
	P30152-P1205-P3-6
	HA620B.50.043

	Siemens HiPath 3000 Manager C
	P30152-P1205-P4-6
	HA620B.50.043

	DB Feature Server
	P30152-P1205-P16-6
	HV620B.50.043

	HiPath 2000 CD
	P30152-P1194-P1-5
	SMR-5_2

	HiPath 5000 RSM Image (5.0)

HiPath 5000 RSM Image (6.0)


	P50038-P1050-A1-10

P30152-P1205-P12-03
	SMR-9

M3


(continua)

	Product Revision
	Sachnummer
	Version

	Online Help Files:

  WBM Administrator Doc. 

  Feature Descrition

  Service Documentation
	P31003-E1010-A5000-1-A9

P31003-E1010-L1000-1-18

P31003-E1010-S403-1-20
	HZ620D.60.015 (Issue 2)

LM620D.60.001 (Issue 1)

SH620D.60.030 (Issue 3)

	OptiClient Attendant
	P50038-P1507-A7-5
	Version 7.0.5C (2. CV)

	OptiClient 130
	P30152-P1149-A2-3
	Version 5.1.136

	OptiPoint 410
	
	V 5.1.23

	OptiPoint 420
	
	V 5.1.23

	OptiPoint 410/420 SIP 
	
	V 5.0.21

	Tapi 170
	P30370-P271-A-19
	2.0.50.0000

	AP1120
	
	V5.0.1.7


Implemented Change Request:
	HiPath 2000 als T-Octopus F270 IT (M3)

	Starting from SMR5 a call transfer to an AP1120 device is possible


Problems solved:
	*.kds wird mit Manager E nicht korrekt darg.

	WBM - Grundeinstellungen – SNTP -Einstellung

	Missing timezones with quarterly hours offset

	Keine Funktion des PPP Logs Im WBM der

	PPP log not written to the right path

	Aendern des Tln-Index 96, Gespraechsunterbrech.

	Release existing S0 call if a second campon

	Keyprog for Stn with **100 not ok with WBM

	DMC Calls to H4K no shown in SCN-Devices WBM.

	MSC-Einzelrufstatistik" in WBM not filled

	Small remoteside works only once a time

	Reset ohne Angabe von Gründen (CLA/CLC)

	Sporadic no payload

	Optipoint 410 Gateway not found sporadically

	No connection from IP to TDM, DSP blocking

	door opener: buzzer does not work

	Speaker Call (*80) to group not work

	Change the name of 2. ana. station no trunks work

	Recall after transfer of call to AP1120

	Wrong notification value at shuting down cla computer

	Configuration Predef. Ether. Link Mode not possible

	IP forwarding and mapping can not be conf. via WBM

	Ping von der Anlage aus nicht möglich

	IPQoS in HiPath2000

	VLAN-Tagging does not work


	Kein Reboot über Manager E möglich

	CLI blocked after Restart

	WBM VCAPI Cliensts must be S0 Clients

	Software Image time activate not work

	 manual reload does not set linux-eth to default

	DTAG: HiPath-Music is used as MOH

	Popup Fenster während SW-Image Übertragung verschwinden

	Umschaltezeitpunkt bei SW-Image Übertragung

	no Info about Linux Version in WBM

	PPP Chap-Host keine Funktion

	Change value of ComScendo Default License in HP2K Licmgmt

	WBM System Clients Type mobil and not mobil is change

	Automatisierung des Speicher löschens bei SW-Update

	configure DHCP Parameter after save reboot of the system

	internal DLI is not written to DHCPD.CONF

	Firewall not stateful

	Online-Hilfe doesn't start in H2K

	MAC ETH0 must list in the WBM License Dialog

	WBM not show System Flags in Language English

	Shorthold Aktivierung führt zum Systemausfall

	HP2K-Lic: plf-file not found

	WBM/Stations cut and delete false

	FV_INT: Kein H235 zwischen H3000 und H2000

	Paging not possible

	Short-Hold Modus führt Zwangstrennung aus

	IP address is not saved on upgrade

	WBM: Leitungen werden nicht "HINZUGEGÜGT"

	Implementation of KDS Config Backup and Restore

	EVM: DTag no restore/backup possible via WBM

	no snmp - reply for "sysHiPathBranding"

	SIP-HFA: after hold no Payload

	HP2K-Lic: FP restart with no CLA

	Misspelling in message-box of WBM

	Change for new License_Release concept

	S0-Teilnehmer nicht über WBM einrichtbar

	Activation of APL and RFS Image at once for SWM

	FTPS-Admin makes a segmentation fault if filesystem defect

	CSTA3: BlindTransferCall_3: Missing TransferedEvent

	CSTA3: ScreenedTransferCall_3: Unexpected CstaError

	S0-Trunk blockiert nach Hardrestart

	H3K-H4K, H323Q: call transfer to busy Phone, no Payload

	System bootet nicht mehr; kein freier Speicher

	WBM: acquire write lock automatically at login

	H3K-H2K-H323NQ: Inband DTMF tones not carried over H323-NQ

	After call waitung from S0 trunk no payload

	kein PPP über IP-Trunking

	/var/log is cleared after reset

	DTAG:no context switch to DTAG during startup

	IPtables (NAT) configuration is not set dur. startup

	USA HP2K V6: WBM Label in Station Parameters in German


	NA01524766:--: ISDN partner einrichten und aktivieren

	kein PPP über IP-Trunking

	USA V6: HP2K T1 digital interface has no layer 1

	Switch to 'USA' does not work with uncorrect Date/Time

	Licenserequest und Release für Displayupdate

	Name bei "osf_pds_register_component()" fehlerhaft

	WBM-FP: Firewall Appl

	Einrichtung PPPoE und PSTN-Partner neue Reihenfolge

	First Step of MOH handling (DTAG)

	FTP-Server WU-FTP to talkative

	MOH for DTAG

	kein PPP über IP-Trunking

	SIP-Sub: one-way payload to Netmeeting, asym. Codecs

	KDS: Portnummer fuer One-Button-Licensing falsch

	Branding-Text wird durch "Lic end in 0 days" ersetzt

	USA:Moh file contains German text "Bitte Warten Sie"

	edited Hostname is not being downloaded to U-Boot

	HiPath 2030 EU >> timing problems at a/b-Analoginterface.

	DTAG: HiPath-Music is used as MOH

	USA HP2K V6: No Speechpath when using CDR Acc. Code

	OSF-Tracelevel falsch

	OSF-Tracelevel falsch

	Lizenzablauf mit DTAG Bord

	Datum wird nicht aktualisiert

	SNMP provides wrong sysTimezoneOffset

	Comfort Open CTI no call possible

	crash (nessus attack)

	Lic: Base Licensing Step1

	Anrufübernahme intern mit NoFe nicht möglich

	EVM-Sprachqualität per Default auf High ändern

	Channel separate and channel free has to handled via MSG

	USA HP2K V6: WBM Label in Station Parameters in German

	USA V6:Daylight Saving flag in WBM has no effect

	WBM - Anschaltungen EVM in 2020 administrierbar

	USA V6:Key programming contains German (Java plugin)

	ELOG Falscher Eintrag im Eventlog

	WBM - Tln - Tastenprog. Umleitung teilw. ohne Zusatz.

	WBM - Komm. Rufe - Gruppennamen mit mehr als 16 Zeich

	after SW update 2 Traps MSG_GW_SUCCESSFULLY STARTED

	Update ROOTFS the ¿version is verify with Applikation

	Anlagenreset bei MFV-Nachwahl

	Swich over ssl to unsecure has no affect

	Switching of IP Counting by entering of valid client adress

	Missing Default callnum for autom. config. S0-TLN in H2000

	Falsches Level im Traceprofil "FP_COMMON_TRACE"

	HP2K WBM: remove unused fields in WBM and update default val

	WBM - EVM Mailbox-Rufnur.-länge wird nicht überprüft

	New DTMF transmitter handling with separate resource

	ELOG: eventlog is flooded after disconnect of WAN port (PPPoE)


	FTP-Server should limit quota of file-uploading

	Anlagenausfall bei 8 stehenden Gatewaycalls nach Zeit

	SIP-SUB: DLI, circular restart of the SIP-Phone

	HP2k + WBM: MSC statistics shows no values

	WBM no config Systemflags by open numbering cheme

	no outband generation/transmission of DTMF tones

	WBM- Leitungen - Fehlermeldung bei 0 freien Leitungen

	op4x0 displays wrong time when SNTP via DLI configured

	Standard-MOH wird nicht geladen.

	New eventlogs for licence manager

	additional preconfigured IPSec rules for DHCP needed

	TCP port 21 and 443 are open on PPP internet dialup

	Restore Time After Reboot

	configured Traps are not being sent

	H.235: In the HiPath 2000 is the timestamp wrong

	Incomplete entry for SNTP in the OP4x0 of the DLI

	PPP: no consistency check of PPP tables in startup

	Restart of the System by charge data tftp Client

	WBM -Tln - Tastenprog. der 1. log. Leitung fehlerhaft

	Default route over DMZ cannot configure

	WBM -Tln - Tastenprog. - Rufnummer fehlerhaft

	H3K-H2K-H323NQ: Inband DTMF tones not carried over H323-NQ

	WBM -Tln - Tastenprog. - Rufzuschaltung fehlerhaft

	No station configuration via WBM possible

	nach Reload über Restettaster keine Systemclients enthalten

	 Default router cannot be changed, when DSL was config.

	USA V6:MWI from external Phonemail is not set on phone

	USA V6:WBM: Last key does not correct

	USA V6:key expansion's not shown in WBM

	CSTA3: CallForward_NoAnswer_3: Unexpected ConnectionClearedE

	USA V6: WBM:Trunk/Routing fields contain German

	crash PROTOS isakmp (ipsec) Testsuite

	WBM GUI-Änderungen nach Review (Team/Top-Gruppen)

	Konfig.Restarts_ Änderungen bei vorhand. PSTN Partnern

	Konfig.Restarts  DSL Zugang einrichten

	WBM: many not available/or renamed trace components

	no t.38 fax between a/b port and AP1120

	Default ComScendo License im WBM addieren

	Integration of 5 new languages:Spanish, French, Italian, Dutch,Portuguese 


Important information

USB driver installation

Connect your PC to HiPath 2000 with an USB cable. Windows will recognize the new USB device and the hardware manager window pops up. Select the provided usb.inf file to install the USB driver. It can be necessary, to copy additionally the usbser.sys file into the system32\drivers directory on Windows 2003 Server systems, when this file not exist.
The device manager will now show an additional serial port (HiPath 2000 Gateway (ComX).

This can be used with any terminal program (and any baud rate) to access the CLI.
 Software update
AP1120: Gatekeeper registration
 The party number type has to be changed to “PUU".

 Use registration method “multiple”, when both analog ports are used. 

 The party number type must be set to “PUU” (public unknown). A valid alias configuration for station 1234 and 1235 would be for instance (Type2 and Alias2 are optional):

	
	Type 1
	Alias 1
	Type 2
	Alias 2

	1
	PUU
	1234
	H323ID
	1234

	2
	PUU
	1235
	H323ID
	1235


Check “Analog adapter connected” flag in “Manager E -> Setup station-> Stationview-> Workpoint Client” to get all available features (e.g. call transfer to AP1120).

Duration of software image transfer

Loading of software images via LAN takes approximately 6 minutes. Doing the same via ISDN PPP connection (64 kBit/s) will take app. 1 hour.

The system will need about 4 minutes to switch over to a new software image. Do not perform any actions, especially no resets, while switching over process is running.

Software update via WBM

The software images for root file system and application can be loaded and activated via WBM one after another. If there is necessity to activate them together, so follow the following instructions:
· 1st Step: Load application image (e.g. “APPL-HE620Y-FP-aa.bbb-LDH-xx.yyy.img”) and do not activate the software.
· 2nd Step: Load operating system image (e.g. “OS-HE620Y-RFS-cc.ddd-xx.yyy.img”) and do not activate the software.
· 3rd Step: Select “Activate All” in “Maintenance -> Job List “

SIRA Access using PPP without callback (G65308) 

Following settings are currently necessary, when SIRA is used for PPP remote access without callback: Use CHAP authentication mode “CHAP-Host” and always the same PPP username “HTS” (for SIRA Domain Germany) in PSTN peer settings of HiPath 2000. 

(HiPath 2000 is authenticator in CHAP process. This means the username sent by SIRA access router, is checked by HiPath2000. 

HiPath 2000 is currently configured with “One-Way-Chap” in SIRA like e.g. HG1500. In this case always the same username (“HTS” in Germany) is sent by SIRA access router in CHAP response message. This username was not checked by HG1500 but is now checked by HiPath 2000! )

VPN
VPN is released.
Networking H2000 <=> H3000/5000 

 Networking is released.
SIP

 SIP subscriber basic functionality is released for Microsoft Messenger V5.1 and optiPoint410/420.
Restrictions
Not released / restricted features :

DHCP (G55381)

The following restriction has to be considered, when IP addresses are assigned via HiPath 2000 DHCP server:

An IP phone (like OptiPoint 420) may always get a new IP address assigned by DHCP server, when a reset is performed by phone. This will for instance happen, after every power off or every LAN cable disconnect. If there is no more IP address available in IP address pool, the phone will not come into service.

This is caused by a different DHCP Client Identifier Tag of OptiPoint during VLAN Discovery and normal DHCP process. The problem will be fixed in OptiPoint software.

Workaround:

· Reduce DHCP lease time to 1 hour and increase the IP address pool (recommendation: use at least the double amount of licenced clients in system).

· Or use static IP address assignment in DHCP server configuration

EVM Backup via WBM

The backup of all EVM greetings via WBM contains only personal greetings (no messages). The data are copied from an internal backup area, not from the actual configuration. This is done, to reduce breakdown- and transfer times for EVM. This internal backup area is updated every night shortly after 0 o’clock. The backup via WBM will therefore not contain greetings that have been changed at the current day.

There are no restrictions, when EVM backup is done with HiPath Manager E / KC-Manager.

DMZ

DMZ (Demilitarized Zone) describes usually a network area between 2 physical firewalls. HiPath 2000 uses only one central firewall configuration. It is supposed to be used for connecting Mail-Server, Webserver or WLAN Access Points with following constraints:

· A separate IP subnet has to be configured for LAN and DMZ, in order to separate/protect interfaces via system firewall

· DMZ can be accessed from internet without exposing internal IT infrastructure (LAN) to internet 
AP1120 and H.235 Security (G63719)

AP1120 can currently not be used, when H.235 security is enabled for IP-Trunking and IP Clients.  

SRTP

SRTP is not supported.
Networking H2000 – H3000/5000 V5.0

HiPath 5000RSM is not supported.
Networking H2000 – H3000/5000 V6.0

HiPath 5000: 

HiPath 5000RSM is not supported

HiPath 3000:

With HiPath 5000RSM: only 32 Nodes are supported

With HiPath 5000RSM: only 2000 callnumbers are supported

Basic H.323 voice call with Microsoft NetMeeting 

Only basic voice call is supported with MS NetMeeting. 

DTMF tone transmission according to RFC2833 has to be disabled in this scenario (“Explorer-> Voice Gateway-> Codec Parameters-> Transmission of DTMF Tones according to RFC2833”). This new implemented H.323 features is unknown to NetMeeting and therefore rejected by this client.
LDAP phonebook search (G49030, G66446)

LDAP phonebook search may cause system reset (on invalid LDAP configuration) or temporarily frozen telephone user interface (when LDAP server is unreachable). 

Make sure that LDAP server :

· does not need authentication (username / password)

· has requested search items

· is online (reachable)
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